Debian Edu / Skolelinux 12 Bookworm 3=if}

HAREHA: 2024-01-07



Debian Edu / Skolelinux 12 Bookworm Fift

Contents

1 Debian Edu 12 5% Bookworm F93Ffif

2 X7F Debian Edu #0 Skolelinux
2.1 EEPARRAEERTANBI . . .

311 BREMILRIRE . . . . .
312 EBRSBEE .
3.1.3 BITEERSBEMRE . . . . . .
3.1.4 LTSPBRSZBR . . . . . . .
315 FEEPUR ...
3.6 FETIIEUL . . . . . .
317 PIEEPUR . . . . ..,
3.2 BIR

4 EXR
A1 FEEEER .
42 BRENTTVERORELE . . . . .

5 PIKIFEER
5.1 BRENEE
5.2 BEERIERE . . . .

6 LRI TEFHED
6.1 EMPEHIIBINIESE . . . ..
6.2 F#; Debian Edu 12 {5 bookworm RUZZEMRAR . . . . . . .
6.2.1 amd64 BY 386 . . . . ..o
6.2.2 amd64 3¥ i386 BURILEZ R iso BRIR . . . . . . . ...
6.2.3 amd64 B i386 B9 BDiso BRR . . . . . . . ..
6.2.4 BIFEMESIEIRIE . . . . . . .
6.2.5 RICHED . . .
6.3 ZZE Debian Edu . . . . ..
6.3.1 FBERSBERIE . . . . . o,
6.3.2 SEMIE . . . . ..
6.3.3 MRHMETE . .

o0 a0 a1 A B B W Ww NN NN =

(&,

~

© ©OW W W W 0w N N N N N~




Debian Edu / Skolelinux 12 Bookworm Fift

6.3.4 TEFBRFLEIN. .. ... ... ...
635 TERITE ... ... ...
6.3.6 Installing a gateway using debian-edu-router . . .
6.3.7 —LEEARVAGGEEREIN . ... ... ... ... L.
6.3.8 ZR{EM USB NFIFENEEREMK CD / X KE
6.3.9 BT PXE EML ELRMEI1S . ... .. ...
6.3.10 BEXPXERE . ... .. ... ... .. .....
6311 EHRITZH . ... ... .. ...
6.4 PFREWREBIMLSE ...
7 FEE
71 FBMRLER ...
711 BITEERSBELEMERS ...
7.2 GOsa2 @I . . ..
721 GOsa? BEFFMMST . . ... . ...
73 {EHGOsa2 BIEEREF, . . . . . ..
731 RNMBFP ...
732 X, BFBEREF ...
733 BB ...
734 RBEMEPEE. .. ... ...
74 B GOsa2 EIERAPH . ... ...
75 FGOsa2 EIBNIEE . . ... . ...
751 ISEFOMERMBE. ...
752 {(ERGREVIER/ MEEZE ...

8 FTEDNER
8.1 fEREAE T RIS EAYFTENNL
8.2 MLBITENHL

9 MRS

10 FREHRHHK

11 4P

11.1 B

11.1.1 REBEECHRESETRRER . . . . .

11.2 EWER
11.3 BR324 M

11.31
11.3.2
11.3.3

Munin

Icinga

Sitesummary

11.4 E283%X Debian Edu TEIBIEE . . . . . . . .

9
15
16
34
35
35
36
36
37

50
50
51
51
52
52
53
53
54
55
57
58
61
61

61
62
62

62

62

62

63




Debian Edu / Skolelinux 12 Bookworm it iv

12 A 65
121 ARBEI—RFBR . . . . 65
12.2 M Debian Edu Bullseye F&& . . . . . . . . . 65

1221 FREBRSEE . . . . . 66
1222 FRIMEUE . . . o 66
12.3 Upgrades from older Debian Edu / Skolelinux installations (before Bullseye) . . . . ... ... ... ... 66

13 HowTo 67

14 —fi%E1E HowTo 67
14.1 Configuration history: tracking /etc/ using the Git version control system . . . . . . ... ... ... ... 67

1411 BETRGD . o 67
142 FBDRKRAN o 68

1421 BEEEIE . . . . 68
143 {EH Idapvi . . . . . 68
14.4 Kerberized NFS . . . . . . . 68

1441 QMRIEERREKIABY . . . . . . 68
14.5 Standardskriver . . . . L 69
14.6 JXplorer, —/N LDAP BIZRAFPSRE . . . . . . . . 69
14.7 |dap-createuser-krb5, a command-line tool for adding users . . . . . . . ... ..o 69
14.8 {8 stable-updates . . . . . ..., 71
14.9 B backports TEEREIVERGE . . . . . . 71
14.10F CD BREMBIBRBFR . . . . . . . 71
4 BEMEEBRERHIE . . . 72
BRESAEBIIBMNLEER . . o 72
ABWEBNRNL . . . . . 72

4B IAMMRBRBIRNL . . . . . 72
14.14Access Debian Edu servers located behind a firewall . . . . . . . ... . oL 73
14.15Installing additional service machines for spreading the load from the main server . . . . . . . . . ... .. 73
14.16;FH wiki.debian.org B9 HowTo 3XBH . . . . . . . . . . .., 73

15 AT RAER 73

15.1 8 GOsa2 BRI . . . . . . . 73

1511 FEERARBIREF . . . . 73
152 EfBIBFIRTE . . . . . o 74
1521 ERBERFPHEERPEEESXHER . . . . . 74
153 ER—NEANEMEIRSEE . . . 75
15.4 Restrict SSH login access . . . . . . . . . . e 75
1541 L LTSP BFWMATIEE . . . . . . . . 76
1542 BLTSP BFRANEE . . . . . . . . 76

1543 EEZAEBIIRAE . . . . . 76




Debian Edu / Skolelinux 12 Bookworm Fift v
16 £ HowTo 76
161 IRBSBESREIME . . . . 76
16.2 BB DVD . . . . o 77
163 FEFIR . . . 77
17 MEE Fim HowTo 77
171 BEPNMEBIEWENE . . 77
17.11 LTSP EPMREGERE . . . . 79

17.1.2 EARER LTSP BFPHMLE . . . . 79

17.1.3 387N LTSP chroot K2#5 32 RIEEREFUR . . . . . . . . . . . . . 79

1704 LTSPEFIRERE . . . . . . 79

17.15 LTSP BFIREIEEE . . . . . 79

17.1.6 Access to USB drives and CD-ROMs/DVDs . . . . . . . . ... . . . . 79

17.1.7 {ERERE LTSP B ERITEDNL . . . . . . .. 80

17.2 Modifying the PXE setup . . . . . . . . . . . 80
1721 BBE PXE B . . 80

1722 BE PXE TR . . . . 80

17.2.3 R0 PXE RERMIEBICE . . . . . . 80

173 BRBMLRIRE . . . . . . 80
174 EFRRE . . - o o 81
1741 Xedp . . o 81

17.42 X2GO . . . . o 81

17.43 ATRABBERRREE UG . . . . . o o o 81

175 TERBEPUR . . . . . 82
17.6 Authorize Windows machine with Debian Edu credentials using pGina LDAP plugin . . . . . . . . .. .. 82
17.6.1 Adding pGina user in Debian Edu . . . . . . . .. 82

17.6.2 Install pGina fork . . . . . . . L 82

17.6.3 Configure pGina . . . . . . . L 82

18 Debian Edu 9 Samba 84
18.1 #iT Samba FFENSTHF . . . . 84

19 #Z5%3]) HowTo 84
191 BETERR . . . . . 84
192 MEBRZBAE 84
103 LISRFBAEMMLEIAIE] . . . . . . 84
20 AF HowTo 85
20.1 MBEREERD . . . .. 85
20.2 BTN Java RIRTER . . . . . . . 85
203 ERRERFERME . . . . 85
20.4 Thunderbird . . . . . e 85




Debian Edu / Skolelinux 12 Bookworm it vi

21 a@k 85
211 TRBRTESR . . . . . 85
21.2 REEEIR . . . 85
21.3 REEBFNEMIRE . . . . . 86

22 255 86
221 BFTABIIZIE . . . 86

22.1.1 FIBAME . . . . 86
22.1.2 MBEABAE . . . . . . 86
2213 {EIBAME . . . . . . 86
22.1.4 GEVBATE . . . . . 86
222 BAVSTEE 86

23 Debian Edu Bookworm FHIFFESR 86

23.1 Debian Edu 12 Bookworm BUERMEISR . . . . . . . . . . .. 86
23.1.1 RET . . 86
2312 W . . . 87
23.1.3 STREFOERIREHT . . . . . . 87
23.1.4 BHRIEIEL . . .. 87

24 RIS EE 87

25 AFHRENE 87
25.1 WMMAIEHRARSIRE . . . 87

25.1.1 {EF PO STHSREINF . . . . . . 87
25.1.2 {FF web FUSTBRTELENT . . . . . . . . 88

26 fii& A - GNU @A HF]IE 88
26.1 Debian Edu 12 fXS Bookworm FMF . . . . . . . 88
26.2 GNU GENERAL PUBLIC LICENSE . . . . . . . . ..., 88
26.3 TERMS AND CONDITIONS FOR COPYING, DISTRIBUTION AND MODIFICATION . . . .. ... .. 88

27 B B —IHA IRV E R 91
27.1 2021 & 8 B 14 HA¥HHY Debian Edu 11 {5 Bullseye BOFFISME . . . . . . . . ... ... ... ... .. 91

2711 RET . . 91
2712 WREESEER . . . 91
27.1.3 MHEFNERIRFEHT . . . . . . 91
2714 S5ZBIRBRABELEMEBI . . . . . 91

272 IBERABIFEIEE . . . . 92




Debian Edu / Skolelinux 12 Bookworm it 1/92

1 Debian Edu 12 5% Bookworm BFff

<b>b'' B b''b' F b :</b>
2016-2022 Ma Yong
2017 Boyuan Yang
2017 Roy Zhang
2020 EldersJavas
2020 wdggg

2020 Tao Wang
2021 Liu Tao

2021 Cube Kassaki
2021 Jingxuan
2022 Hugel

0 debianedu 12

Skolelinux

1X;& Debian Edu 12 (bookworm) &1ThREIFHf.
X2 https://wiki.debian.org/DebianEdu/Documentation/Bookworm L HIEERRFH B EEH.
RIfE L IRENE FHOEIR,

2 x7F Debian Edu #0 Skolelinux

Debian Edu X & Skolelinux & —MNETF Debian B Linux £1ThR, BiRMHET —IMEEBEEMNFERMENFFEENBIFE,
EXMTEFIF-RSEHE RERNEFIHEEEERGENHE, RSB EHERPIREITAENEE, HRS8EER
E—ENELE, MEMEBEFRIHEERES VIS LN, BT XMISHT R, SKBHG RS SEBNEFiE,
KFEGRMEZRMEMPNETEES TERRFIZITIAT,

TRIRSEZEE, RETHEERMEMENRSMBERHFERARZ S, XEEBT GOsa2, — R IFH Web FHF
Bm, sSETFIEME LDAP RiEFAIMA TN, METERT TER PXE/IPXE ML SIME, BLEFLMM
CD, BEXABIHE USB NFIRINBLRERES B ZETNETIMNELZRAEEMIINEE, XBE Sl IFER (2
BIUNERNEIHE, BEREICAHLEMA ), ME, TENTLAEE PXE/iIPXE 5IEM AR T FILSEEEF
M,

— BRI BERNBTEFU GeoGebra, Kalzium, KGeography, GNU Solfege # Scratch EESEIAREIMEIRET, X
a] BB Debian AR 22T /LE LRI R,

2.1 #BnhERkAEERMHABR

Debian Edu / Skolelinux @ —“NH Debian Edu INE €I#HY Linux &£1ThR, EEA Debian Pure Blend &1ThRZIEZHY
Debian FINH,

Skolelinux R HEFFEENARITEREFRMLLIFMER Debian WRMATFRIZERITTIE,

Skolelinux B TE 2001 & 7 B 2 HEMF MM ALITEERT Raphaél Hertzog TE/AEFIAT Debian-Edu, EZI 2003
FRNMEEh—IK, MLEFTHENRFR, "Skole” #1 (Debian-)"Education” fEiXLESEERIER A MFMAIIETE,

MAEER LRI MIKEERZXNR AR,
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XRIKREFIMEIRFMNEE], Skolelinux MLEEINMREBRER — (MENE—1) RSE, ANATUESSEMNT
fEUAHN LTSP ARS528 ( SEZFFHM/RLTRETFEEX ). TFENBEFTURERZ L (KM—TMHEEIERS ).

LTSP RS Bth—1¢, H—MEMIINE LB (TSP FRS 85 HEF ALY HEEET

ELMIZBBTEME XAY HowTo ETE,
EENERMERNEE — M ERSBHER R RS IRM DH

A8,
=7

M EfthEIMLEARSS, LTSP /Y

ay__
HEe

CP, EMES—MEH aYEEELF, &8

NERRS B REMVIZIRIRS MRS ES V128 L7, FE/EEF DNS ECE, HARSIEL DNS 5122 EMAT

%*ﬂao

R T B Skolelinux BUMRMEIRE, HEBRMIEREIZIT
FUZEXRAEEREEEREN BN KR,

3.1.1 HREMNMEIRE

DHCP 7£FBR%385 £ 10.0.0.0/8 MLE T, B eTLERFELRINARSES/ TIEL,

5|2 PXE 5|3 &,
B NZT; EXAT, SREMEXE HowTo BT,

FEEZANED (BRIATUHKIEINR 192.168.0.0/24 F 192.168.1.0/24
WL BENR DN,

7 M3z
7£ LDAP HFIEBHMEFNEE.

E—RMMEEAE L, BMIMNKX, SAERMNERZET

—_y—

BT

ATFNIR, EMNRHER
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3.1.2 FHRKEE

—A Skolelinux MEFZBTEEERZB[IRELELTR —EEMSBE (ENE “tener” BEEIE “REFE" Z2E)
FIURRRIA IP itk J9 10.0.2.2, FRERSBB[/IREREIMNERIMA (EFRYTE ) EREH LR LTSP RS 23 TAFEAYIRE
&,

3.1.3 BITEERSHFLMRS

BRTEZFINERZS, MBNRSERYVIRET—EFRITEN L (ERSE ). ATHENER, LTSP iRS5334E
ENAR (AIER VB Lr]URRERSEM LTSP IRZFFHENREXMS ), FIERSHE TEHH DNS B
BR%E Ipva ER#, HECH DNS BMEEB SN ERS IV RMOARSZINERIVIEE, BREERSELEX
#1ZARSS, M/EEE DNS EEEREZMSMFHUE (SR, EXREEISVELIRE ),

BT MLZEHIERDRZ encrypted RIEFTBERT S, BHFLEBHREFHEEXRELIMBE LRI,

BARR7E Skolelinux MEZARERE IR ERIARS REE—HRSSH DNS BMEIFIR, WHERIEMBREXXHSURH (T
57 ) REIRSTRZ TERIEREENE (MRENEECH DNS 1) K2 ENFRERR IP ik,

iSRS

AR5 1R ERAW DNS fR5 &5
FREE rsyslog syslog
R B HRSS DNS (BIND) domain

KL BRI 5 DHCP bootps
R HES NTP ntp
BEMEXHFRENERR SMB / NFS homes
BFIE IMAP ( Dovecot ) postoffice
EE3ES OpenLDAP Idap
RAFEE GOsa? -
Web AR5 28 Apache/PHP Www
PRER sl-backup, slbackup-php backup
Web &£7F Proxy ( Squid) webcache
FTED CUPS ipp
TERMIEE X OpenSSH ssh
BolicE CFEngine cfengine
(&F)LTSP R LTSP Itsp

| RS RAVEEMRS,
Web E£# Status 5%, HEFHB | Munin, Icinga FlI Sitesummary sitesummary
B EHER

BMNAPHRNAXXGREFEMINNEERP, HRSZREZTH, EERFTMREITENARE, iEtAFRLRERWET
BN UERE— X4, RESBEFRIERE, WTF Unix BFEHET NFS it FEMZE FimNiEiE SMB2/SMB3
R#iAE,
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RFZEBFEREAMIRBIRE (MEFRA ), BUNRFREEEEBRMEZRB L] NREREEFHMFRIE NE
BXW, ZFImi&ERNIRIHE FHRHEIARSEE (EA ‘smarthost’ ), MAF BT IMAP iEEUtHA 1894 A BB,

FrERSERR—MNAFBMEZWGRI LA, ST HRAFBIEERNEIERRN,

£ web fUIRTERI (Squid) IMFXHELE SRR ERFHERE, T RETE BIRRIN 2 £ —RIIMERE LRRHIEY web 7
E5EEMi5E aEH,

BEFIHIMEIEERERA DHCP Bai5TmlY, FrAEEMNE Fine] BUEZZIFAERY 10.0.0.0/8 FMHBRZHXEHE
IP Htotik; LTSP BFRHSRIBEIITIEIIAY 192.168.0.0/24 FMN (IXZIRIE LTSP EFHIHINEREAFINE ELRINE
AR$3 ) EHEEMBECER LTSP ARS8,

PREEANABVRLAZASERIRSEMRE, SRS RERN DBV ERRESR.

ER&ERY DNS ARSBNAMER (*intern) 1RE, EEISKTER (“MEBAY” ) DNS HETAHIRE, % DNS RSB AHEN
(& FRIFTBYISETTLAAEERE DNS BRSBEMIREFE HLET DNS RS E,

FEMBITEEENRBMIL, % web RS F[RMANEAFNIER, HERFFBRREIREINATIE. £ web AR
SEREEERS R —MLH, MAFEHERNILIFENIMIL,

BXRAPMNTENNERAI M E— AP RUEBRENR, LME EWFRETTEVRIABEUIR, HIEEREEPFAER
fR528. ZERBSERAF, AFE, HENMTENENES. hBERFES, XHEMMNEEZ ESEERK
A, XERE MR ML AT ENERERS AP EREENRZIE,

RSMAFPHNERFEEET web, FHIRBIMENFIRAE, £ Skolelinux FILEH web NBIZEH RIFIEIE, AREIR 5!
AP AFAEREREERRNIEET.

FATER NFS WEANIER, MEZREPHHFRREI, RIS RIPIVRFTZB LM, Skolelinux AR5 2F1RE AN
PLRRFE MY (NTP) BRSZERAISEIL, FRETHRBNEFIRIRBESRESRELS, RSBECKHETEERME NTP Lz
VZREL ErRdth, CALLRIEEAMLEHE AERATE,

FTENMUE TR, ARERERIEN, SEERDIRSEE, TFUEHIEL LTSP ARS528, FTENVIRERRIBHRBRAF
REBfb AT BARIZS; X4F B FTENVLAYE R FREA ERZHIEE,

3.1.4 LTSP fRs3s8

— Skolelinux M4 ERJLABFS LTSP BR$Z28, XEHIER LTSP FREBHB[INZE ML R,
LTSP fRZREREWCREEE Finfl TEMMERE, HEBEXLEEIPRAFESE,

Eppn ==,
BEER:

= LTSP ZTETFIERERTERAEMRS BB LITERF,
» BPIRENERFRER NFS ZHR, BXIENR LTSP REB[BZRBEMEMBRIRE; £ LTSP fR3528 LiE1T

debian-edu-ltsp-install --diskless_workstation yes,

3.1.5 EEPFiF
EEFHIREFLE PC aJUMER (X-) BimiiT, XBHRENSREENRSSE LER PXE B3, LEEAXMEF
IR, EEFPYIIESR X2Go 188, AR LTSP ERELILNEHIPSERH,

EEFIE—MREFNAE, BAENRIERME LTSP fRSE LIZITABENIER, FRMNARIURIAIEEZH
28R (EER 32 1), ETFREWT: WRSEMA DHCP § TFTP EEIIMEFH MMLEZE. #F TR, ER NFS K
LTSP fR%528 EHANMGRE, KRB X2Go EF ik,

3.1.6 ELEI{Fib
TEIFEENMTEVN EZITREREMIBEAMERIZEFER G, IERE VISR EEBET PXE 53|18, MmiE
TR S B R EERE R IRENZE E,

EESEEF R REPRARERERESSE, TETIFMERENTE, RAETERS SR CEEMLER,
MABEAEZPIRANLZRRE, EERNARREBRTFERSSE L,
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3.1.7 WMEEFin

FRPEANAE “MEZFE" BREZFIHNTRTIFLE, EHIZITE macOS 3 Windows KIITEL.,

3.2 &l

BIAMBRITEN, KRS EBREIEFERA Skolelinux TEIZFLZEM Linux F188, HiBid SSH BB REIFAE
FIMLEE, MM IHEPXLENEE, EJ root BB AEEIEBIT kinit KIXE Kerberos TGT,

FrIERFEEREB7E LDAP BERP, AFPWSHNEHNEBXMNIEE, BTFEFPimMAFRIE,

3.2.1 %

BRIEFMLTREERIRE : MEZRMBELAR, I MRGHRETUM U 25|15,
7IR—BRNEMERENREARRZRIRSE, MAMNSES|ISEMLS ELREME R,
NEME R R IBEERKNHEFZE VD) T B,

BRTEEMNES, LB, BEMEMVRREERE (ERSE, TFUh, LTSP BRSEE, - ) 24, BRAREZE
fiald, FEHEMNWEERSENEBNRE, RRZEHAREEIMHRUEEL,

3.2.2 XHRFEFHEE

B Skolelinux AFPIKSAEX MRS 38 ENEERAXGREN—E5. X350 (£BX) E2AFPNEEXY, BF
XHEMME, —EXHEFWIREARELEMAFIZE, —ERREEN ESMARE, M—ERZAFPZINREH
(ERCIPNES:|S

REAFBRIHAZFERERNAMBHMEER KT AEHAB I ENKE—GR, ENTR AR /skole/host/director
WiEH, =¥, EXHRSHELEIEMNR—NER, /skole/tjener/home0/, FIBEMAFKSERELIE, EFER
HAF3IR AR P A AR RIS AR TR BB 2 1Y B SR EEFE AR R B2,

FEAE UNIX FRT R PSS HZEFIX MG, APJBEMINEHZA (W students” ) MBIERERENAERE, W
RAPBEEYA umask RITERLAMPRIN (002 % 007 ), MINIRIIEAE setgid BRRIEXHLRIEMIVAFREE, W
REHEM R Z BHZEEM

SRR ER — N EHEIE, Debian fRE umask 2 022 (BBEARRIFLHIPRA described above ), T
Debian Edu {FATRE 022 - EREIBIIXEN FFRABERIABIZNPE, ARJLAFHIRAHBHWAF 1T RIBER, XFTAEREN
T (4miE /etc/pam.d/common-session ) Jg 007 BY umask - S EJCFELEIEANEE, HIEMIINNERVHENABFIT
B, XE—NMEERFIMIIMEE, HERAZFER, ME _NAHEBFEAEEHNREEBHIXE, F—NHERN
EBRAFPANERMIIRINERSNABEEMBAFRBIARNE, M1 RBEEREMAFINE REZWEEEENHA
AN, FEANRFEEBNEERVDBAESHIE MM ENE, BMEMRMIFAEESHREEMEANTS
EEZ B ESMEMBE N ALBIFITIREF (BEPNRESRIN).

XRIZE Skolelinux HRIIARETTE, ERJURETRE—GRMNANMNATEN L, SMFAFSZRIFFROME
FHR. INREERIET MESRMTF, RS [/IE iRt B0 A NENEE,

4.1 mEEHEX
RENR 1Y B HO7E 45 224 — ES T AREE.,
Y ImiIER TSP, BEE (TSP TR wiki TIE.



https://wiki.debian.org/LTSP/Ltsp%20Hardware%20Requirements
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= 51T Debian Edu / Skolelinux B9+ &N MIETRZ 32 il ( Debian Z244'i386', E=F&IBHSZIFHIIEEER 686 % ) =X
# 64 {iL ( Debian Z2#)'amd64’' ) x86 ALIEEE,

» EEPIREESNE 256 MiB RAM MBE 400 MHz 94bIESE, BEFRTE 3 RAM FIFE RAYAMIESE,

« WFITEU,, TETERFIIESIERNZRS, 1500 MHz & 1024 MiB IR RREMRENENR, HiEiTRE
B9 web NSTEEF0 LibreOffice ERIXZE L Z 2048 MiB HINTE,

» REMREMEETEFRERTALZRIVIZE

— combined main server 4+ LTSP server + workstation (if a GUI on the server is desired): 60 GiB (plus additional space
for user accounts).

— LTSP BR$323: 40 GiB,
— TYEUhEIHII R S : 30 GiB,

— minimal networked machine installation: 4 GiB.
» LTSP PR Z3TE(ERREMEIEMNEZH M :

- eth0 EHEFIEM (10.0.0.0/8),
— {EF ethl A LTSP EFimARS.

» ZiARRENNBHMNIEG, Eei1EEIFE—#IHFEX,
4.2 FRENLYERVBEM
£ https://wiki.debian.org/DebianEdu/Hardware/ EIRET —MMIKEHEHER, X—BERIEAFTE,

https://wiki.debian.org/InstallingDebianOn B34 UNEITE — 45 EMEM L3R, ECEFEA Debian IEANH,,
LT EEM M L ENBEGFRE WM<, FRILNBHNMEEMBEINFENLIESIARIREMEE,

5.1 REIRE

SEAREHIMERMES, XEHMNER:

T

» FEENER—EERSESE.

» {REEMN LB LB IFIb,

» EEMLLEETABITS LTSP BRB2E; MDA FMEE LDAP SR ER (DNS, DHCP), &= ABZRN,
» EE—A LTSP BRSZ2EME LeTUAE EBRVER Finfl /S & TIEu,

«» TJE EEMEMYIESBREH IP Ko E.

» ATIHREBRMERE—MEH/MNX (SETHE ).

=

T



https://wiki.debian.org/DebianEdu/Hardware/
https://wiki.debian.org/InstallingDebianOn
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5.2 BEEMEIKH

BRE /X, 7ESMERIE OERER T HAM HEM LD 255.0.0.0 B9 IP Hbhik 10.0.0.1 MASRIEOIEIT, EBiEEREE
MO

HEEIEREIT DHCP BRS338, BERILAEIT DNS RS2, EXRATENMAtARSWER,

In case you do not already have a router or your existing router cannot be set up accordingly, any machine which fulfills the
requirements for a minimal Debian installation and which has at least two network interfaces can be turned into a gateway
between the existing network and the DebianEdu one. See installation documentation for a simple way to install and set up
a Debian machine using debian-edu-router-config.

MREFZRANEHBIACRIZEZME, EEFEER OpenWRT, HALFIUERRENEN, EARENEGESR
Z; f£R OpenWRT RAMREZSERFEFIN, BEEER OpenWRT WITTRIKEIZHHIFEHHITIR,

BEBERTRINMSIRE (B |FEETE REXGFE ), BMRAUABHIMEEMEMMESM, BLIEEFRE
LM, FHEFHEIFREIRNEH MBI,

6 ZRITEFIEIN

6.1 FEMEHEIZINIER

EARERAEFEANRARTEINAIZHELE—TF Debian Bookworm &1TifiFH, EZHX Debian Bookworm &
THESIEELEFMERS.

BE1,—F Debian Edu/Skolelinux, RIiZBE{T.

AT, BINEAFRRRERS SR ZRIMIRE RIEGFIMLEFE KA REHHET,

RESWFEIEAFMIANIT—F, BRIBEETE RINEER,

6.2 T Debian Edu 12 {X= bookworm HYZLZZEIE/A

6.2.1 amd64 =¥ i386

amd64 [ 1386 /M Debian B x86 CPU Z2f9 & FR, WEH AMD, Intel F1EM] FEHliE, amd64 2 64 (UZEHM
1386 & 32 %28, ML RIGER and64, 1386 (NEATIEEEIRMEG,

6.2.2 amd64 I i386 FIMLEZLE iso MK

MLELE iso BUREILARF A CD/DVD #1 USB [NTFIRENEE L= FH BB Debian Z249: amd64 3% i386, MRAE X,
ZREMT N EBMAEIGIE),

— B Bookworm & EBRGFAT AMXE T #:

= https://get.debian.org/cdimage/release/current/amd64/iso-cd/

= https://get.debian.org/cdimage/release/current/i386/iso-cd/

6.2.3 amd64 EX i386 #Y BD iso M{&

These ISO image are approximately 7.5 GB large and can be used for installation of amd64 or i386 machines, also without
access to the Internet. Like the netinst image it can be used on USB flash drives or disk media of sufficient size.

— B Bookworm & EBRGFIAT AMIXE T #:

= https://get.debian.org/cdimage/release/current/amd64/iso-bd/

= https://get.debian.org/cdimage/release/current/i386/iso-bd/



http://openwrt.org
http://wiki.openwrt.org/toh/start
https://wiki.debian.org/DebianEdu/HowTo/ChangeIpSubnet
https://www.debian.org/releases/bookworm/releasenotes
https://www.debian.org/releases/bookworm/installmanual
https://get.debian.org/cdimage/release/current/amd64/iso-cd/
https://get.debian.org/cdimage/release/current/i386/iso-cd/
https://get.debian.org/cdimage/release/current/amd64/iso-bd/
https://get.debian.org/cdimage/release/current/i386/iso-bd/
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6.2.4 B THBEXGMRK

Debian-CD & Ul [a] @ 52 89— B8 73 XY AR 36 N3 AR X LR IR 0 T 1 4R 15 BR,

6.2.5 JE{KIE

BRBMNEEMER Debian tHERRKE, RIENHEETE http://get.debian.org/cdimage/release/current/
source/

6.3 ZZ Debian Edu

Y%K Debian Edu B, B—L@EMBEE, TERE; FR2ES. HMTRIFIIFRE T XK Debian HijE R E
[RERIE 2, PR, Debian Edu #2 Debian, MFEMHIEEIL 59,000 MG EMNFIEERERE XD, FHA)
RBHHEAE, BINNRAEREREAN, FE2: RTEERA LTSP, ER—1MRERKEIME,

6.3.1 FERBB[ER
A. BT iRt DHCP RYERHES A0 B BX AV E BV F e ZREE LS
» O URR—EBTRSEE, EEFBNERERESREEEN (AFEMLRED IP 10.0.2.2/8),
» NRAEREZTEREVNEHIM KNSR EEX M HEZET AR E M KBTI,
» REEM—EERRNIBHERSEBAML,
= The main server should have Internet connection once booted the first time in the correct environment.
B. HEIFERENMMLE, XUF LR, EFEFEANIE,

= M0 ‘debian-edu-expert’ BAZGBELIT; SHRBLMETRM,
« MAEIE LN, SiEHBIMRIERS S,

C. M£&EH IP J9 10.0.0.1/8 BYEREHZE /MK ( BRARM DHCP ARS528 ) MineI EEAMN :

« —BEMMEKEELN (HTAREW DHCP), HiERFTMNERE,

- %A 10.0.2.2/8 fERENL IP
- %A 10.0.0.1 fEAMX IP
- MIRAEESEHBA 8.8.8.8 fEAHBARSSEE IP
» ERBBREFR - RBHNZBEELLF,
D. B& ( TMLERE ):
» ERERNE 1SO IR,
» ZSLETE (BRI ) MRS mk L,
. EROCERHITMBEIRE' (£ DHCP BEEMEEAMHART ‘48’ 2B )
» EEBMEBGBHERIMNE T E —RBHMER R R,



https://www.debian.org/CD/faq/
http://get.debian.org/cdimage/release/current/source/
http://get.debian.org/cdimage/release/current/source/
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6.3.2 FRMIFE
B MEEMEETA:

= Xfce BYTAZELE LXDE BERXEBIEEFINESZH (106 FHES )

= KDE #1 GNOME #BERIFINIES 21, ENFLLEFAKIBIITTENF LTSP EFHEBRER.

= Cinnamon & GNOME HJ—/MNEREREN,

= MATE Lt EEI=/MRET5, BN —LEhX D RIFIIES 2.

= LXDE BER/WREMZH 35 MiES.

» LXQt B—HREBEMAMIMIFAIR (7% KDE —#ETF Qt) MRERKEINE (BEXZIFEMT LXDE ),

Debian Edu fEA— A EFRNE MERER T Xice (FRAMAREME; SHTEHNFARIRE - TNENKEME,

6.3.3 RRMLER

» RRECEXMFATAIFUS (Workstation ) IR GRS, RLXXWFSEHNEMRRNEF, ENXREFEEXHE, BEH
ALK ZBIMER desktop=XXXXkernel B8 1TE R ; BXRUFAMITIREFINIFAER, BSHTL, ZRTFLR—
MEETHRNARLE, FARIAARINENZ&,

» HIEE NRZEITETR M EEWE, REFERBRAIUN education-desktop-xfce iX#£H Debian Edu JTTHRGEIE
EAXE LI ANLBHERRIIERF; FlIUNeI AR EE task-xfce-desktop, NARERIE R LTE LB RERD

TCEREEL education-preschool, education-primaryschool, education-secondaryschool, education-highschool,

» BX Debian Edu ZFERGEBERNIEMIB N, BE Debian Edu BEGEIE T,

6.3.4 TIRFEBRIFIEIN

£ 64 (IREF FHRRIZEFSISXE - BIOS HEL



https://packages.debian.org/stable/education-desktop-xfce
https://packages.debian.org/stable/task-xfce-desktop
https://blends.debian.org/edu/tasks/
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© debianedu 12

Skolelinux

_Debian GMU-Linux installer menuw (BIODS mode)

Graphical install
Install
Advanced options

Accessible dark contrast installer menu
Help
Install with speech synthesis

Graphical install {£RERZ R EZRIZFMIR] AERA BT,
ERANFERARR,

BEFMED > AFESIFMETRIE R FHE,

Help S FIERMNTREFN—LERER; SBUTHRERSRE,
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O debianedu 12

Skolelinux

Advanced options

Back. .
Graphical expert install
Graphical rescue mode

Graphical automated install
Expert install

Rescue mode

Automated install
speech—enabled advanced options

Back.. IREIZIFEHE,

Graphical expert install ZEE AR PLE FiHOFABERYIOE, i&HRR.
Graphical rescue mode iEIXNLERNAM N ZSESHBUEE,
Graphical automated install EZ preseed 14,

Expert install £5-F 15017 X A& R AR (0] 70,

Rescue mode XAHELR; ILXNMLRN RN A Z2ESHRIEE,
Automated install X &R ; FEEME XK,

& A#EH Graphical expert install Z¢# Expert install, {EF54EN Fi¥A debian-edu-expert {EJpiHNEY

RS,

Help screen
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Welcome to Debian GNU/Linux?

his iz a Debian 11 (bullseyel installation CD-ROM.
It was built Z0Z210830-08:57; d-i Z20210830-00:01:46.

ELF INDEX
EY TOPIC

This page, the help index.

Prerequizites for installing Debian.

Boot methods for special ways of uwusing this CD-ROM
fidditional boot methods: rescue mode.

Special boot parameters, overview.

Special boot parameters for special machines.

Special boot parameters for the install system.
How to get help.
Copyrights and warranties.

>
>
>
>
>
>
>
>
>

ress FZ2 through F10 for details, or ENTER to boot:

FYFEREECHAFAERARE LM <F>-BRGESTBEMREPIAET,
£ 04 (ItEM EMRRIZFSISHKE- UEFI 1B

Special boot parameters for selected disk controllers.
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(O debianedu 12

Skolelinux Debian GHUSLinus

Debian GMUsLinus UEFI Installer menu

Graphical install

ed options ...
bhle dark contrast installer menu ..

Install with speech synthesis

ection I GRUB Command line

Add or change boot parameters for installations

EFmMELR, F5ISHEE TR TAB 3% E B U4RIES | SE; X—FEEWREBERT Graphical install 5% 1T,
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O debianedu 12

Skolelinux

_Debian GMU-Linux installer menuw (BIODS mode)

Graphical install
Install

Advanced options

Accessible dark contrast installer menu
Help

Install with speech synthesis

> sinstall .amd-umlinuz modules=debian-edu—install-udeb desktop=xfce wvga=¥88 in
itrd=sinstall .amd- gtk initrd.gz — quiet _
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(O debianedu 12

Skolelinux Debian GHUSLinus

Debian GMUsLinus UEFI Installer menu

O debianedu 1[2 GRUE wersion 2.12%rci-11

Skolelinux

setparams 'Graphical install’

nd_color=black
l.amd/vmlinuz modules=debian-edu-install-udeb desktop=x*

Hinimum Emacs-1i 1 editing is supported. TAE 1
comalet io § Ctrl-c ar 3
command-1line or to discard edits and return to the GRUE menu.

ection I GRUB Command line

» AJBAMERMLE E—NEFEENHTTP KIBRSZKIMEN CD KRFRZ[BIRERESIWAI nirror/http/proxy=http://
ER—NBI0EI S,

» NRE—BVRLELLRTERSZJ[RERE, RELXTRNET PXE Tk, EAXIFENERAERS BRI,
» ELR GNOME SHIMEREIRIEKIAL Xfce £HEIFE, 7E desktop=xfce FF gnome Bk xfce S,

» ZWAHERR LXDE REIME, £ desktop=1lxde,

» ZRARK LXQt KEIME, {EH desktop=1xqt,

« EXAEE KDE Plasma £HEMME, {#H desktop=kde,
==

» B RALE Cinnamon RHIME, (£ desktop=cinnamon,
» MXAEE MATE SEMIE, £ desktop=mate,

6.3.5 TKiIIE
MRHXNRE—A LTSP BRB2EMIE, BICERAZKBREELERRME (NIC),

s ERMES (NTEARRERLZREHNRE ).
 ER-ANXEBEERIREEHT,
- ERRERE (REMWHXESRET ),
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= NARIIRPERSIRE :

- RSB

» IRANERBHAEGRSHMEE “FHETTE" BERSEE (tiener), B—MNERATLZE —BETHRS
B XINMIEENEEEEFRRE. MREZEEAFRE, WHNEXREEEFETFILEE LTSP RS 5E.

- TfFuh

*» —BITEVNNENXMERRLEES, FEHN—E8E@MTENEAERIE TSR, REHRFRSEIA
IEAFPER, BEMEFERFPIIXXEFKEE profile,

25 LFuL

x [BF LYFUL{BRERS(E AR ZISIAE, BRIXIAEZERINIMLEREER, PR profile (RIFEARM
B, SWFE—HEF notebook F laptop FER B A FIRPEBINAERE “TIFIE” X “MITZ",

LTSP fR% 83

BRI (FEXEIEIL) RSB, Wik LTSP lRE8E. BRI EEERMNEMEMNIRSEZ RS EFIEITIR
%, IETENZTERINT, KENAE, EEESHRIERIS D, INTEIAESHERSHKXTFMLE
EFmNET, ERINMNCEHNBE T IFNEE (EEHEBIEE) - LTSP FREBF{HIZCTLAME R TIELL

£/,
- MITTR
+ HERTEN A URAERS2RiEE (BR, EANFBEMNEH ), BEEICE,
- RIVER

* IMEELESLTREARGEFNEENZZFIA Debian Edu ML, ESBERRSFINA, BEMKERSES
FIIBEHBENMRSHTEA,
In case ordinary users should be able to use such a system, it needs to be added using GOsa? (similar to a workstation)
and the libpam-krb5 package needs to be installed.

MR MRS, TR LTSP RRSBB[BEEXMH. NRBELR—EMBINEASERSELME, BALEXLE
REXHRIU—ERRE—EVR L, IEMREXEERSZBERR LTSP RSB, ARMAELIFK, XREHIAE
#, AABINRBASBAUNEZEEE, FEE, LIRBARNELZRENSFHASERSEXNEFR LTSP
BR55 2R {EARINLES £,

» WEPDRE ‘B” HE AN, BERIRTE BT SHEREEEHNRLMSEEUE | MK N 2RMESTEF -
MEBRIIFEZNHXEEZEMNHEHEBK,

» EWRRIEEE https://popcon.debian.org/ W “B" RAVFHANERBLREBINRITEFFERIFRIRFR
MEHR, RETUIEM, ZAZMAHFBNERSGE
» E, MRFAMERELEDS LTSP RERPLALRKEFERGLHERMEL —ERNE, “STREEK - 11T debian-

edu—proﬁle—udeb..."°

» 45 root BRIZE, MREFIBNEIEIRE “EBBES" WEMAFPIKES, X2 Debian Edu IFFEEEHKES: REE
XK S EIE Skolelinux P&,

& RAPNEBUFIIEEEL 5§ M FHNKEFBEMAFBUAREM - BMERAIWIAT] (RELZREFS
BERENZNTEHA P 2B ),

» ERESERSRERRABEFTSH. XFRBEY KA BERMTRE TIFIARY SquashFS BRE,
» HRJAITH LTSP ARS8, TETFLH/HEZFIRNREFTE-EFINSR, BXAT, SANEZFik

HowTo E71,

Hp

6.3.6 Installing a gateway using debian-edu-router
The debian-edu-router-config package simplifies the the setup of a gateway for a Debian Edu network through an
interactive configuration process where the necessary information is obtained through a series of dialogues.

In order to make use of it, perform a minimal Debian installation. Be sure to use the regular Debian installer and not the
Debian Edu installer since Debian Edu installations are not supported by debian-edu-router-config.

Install the debian-edu-router-config package using



https://popcon.debian.org/
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DEBIAN_FRONTEND=noninteractive apt install -y -q debian-edu-router-config

Error messages regarding the configuration are expected and can be ignored for now.

For the configuration process following the installation of debian-edu-router-config, physical access to the computer
is required.

The network interfaces may already be connected to the corresponding networks but do not have to be. However it is
necessary to be aware which interface will be connected to which network. In order to obtain more information about the
network hardware

lshw -class network

can be used.

Remove the configuration of the two network interfaces to be used from /etc/network/interfaces or filesin /etc/network/inte
and un-configure the two interfaces using

ip addr flush <interface>

The actual configuration process is started with

dpkg-reconfigure --force uif debian-edu-router

| Configuring uif |
Flease choose whether the firewsll should be configured now with a simple "workstation'' setup, given a specialized
Debian Edu Router configuration, or left unconfigured so that you can manually edit setc/uifsuif.conf.

Firewall configuration method

don't touch
workstation
debian-edu-router

When asked about the uif firewall configuration method choose "debian-edu-router”. Confirm that you want to set up the
firewall for Debian Edu Router.
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conf igL

| Configuring uif

Normally an Internet host should be reachable with "pings' (ICMP Echo reguests). Rejecting this option will disable
this, which might be somewhat confusing when analyzing network problems.

Allow ping?

Decide whether you want to respond to ping and traceroute. If unsure answer with yes as it can be useful for diagnosing
network issues.
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| Configuring debian-edu-router-config |
The routing part of 'Debian Edu Router' requires IP packets to be forwarded back and forth between network interfaces by
the kernel. This is mandatory and without it the router simply won't work. If uou select 'gbort' this package will be
left wunconfigured. To undo its half-installed state, removespurge it again.

IFvd / IFvE forwarding will only be enabled if the specific IF protocol version is configured and enabled.

Do you want to enable IP packet forwarding?

<Cancel>

Confirm that you want to enable IP packet forwarding.
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| Configuring debian-edu-router-config
You need to assign this host's network interfaces to network tupes supported by Debian Edu Router. The network interface
assignments can be done in three ways (plus & bail-out method).

{13 ALL-COMMECTED - All network interfaces are already connected and you know which interface you want to use for what
netwark tupe.

(23 STEF-BY-STEF - Connect and assign network interfaces one by one. This will add dialogs between each interface
assignment reguesting to connect the network cable of the to-be-assigned network interface.

(3) OFFLIME-SETUP - Mo network interface is currently connected, allow configuration of network interfaces that
currently don't have a network carrier. You also know which interface vou want to use for what network tupe.

(4) SKIP-WETHORK-SETUF - Don't configure networking via this package, at all. Skip network configuration.
The network interface assignment method:
ALL-CONMECTED - all network cables = glready connected (I know what I am doing)
STEP-BY-STEP - connect netwark cables step-by-step and automatically assign network interfaces this way

OFFLIME-SETUP - network cables are not connected (this is an offline installation, and yes, I know what
SKIP-NETHWORK-SETUP - don't configure network interface assignments for now, at all

<0k> <Cancel>

Next, assign networks to the network interfaces in your router, choose one of the offered options depending on whether your
network interfaces are already connected or not.
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| Configuring debian-edu-router-config |
The following network interfaces on this system are connected to a network.

enplse (52:54:86:1c:48:92) - Wirtio_1.6_network_device
enp2sa (52:54:88:9a:45:fh) - Wirtio_l.8_network_device

HWhich NIC shall be used as the 'Uplink' network interface?

<Cancel»

Select the interface which is connected to the upstream network.
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Configuring debian-edu-router-config

Supported internal school networks tupes:

tration

<Cancel>

Select an internal network, in case you are unsure and simply want a single internal network select "Education” here.
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conf igL

Configuring debian-edu-router-config

5Shall WLANs be used on the internal network?

<fesy <N

Select whether VLANSs should be used for internal networks, if you are unsure select no here.
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Select "IPv4" here.

| Configuring debian-edu-router-config |

Questions regarding a specific IP wersion won't be asked if its not selected here.

Which IP wersions are to be supported during configuration of the networks?

<Cancel:
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Configuring debian-edu-router-config

Metworks for which this host will hawve a static IPvd address:

<Cancel>

Select "Uplink” if your upstream network requires a static IP address and, if you followed the above suggestion on internal
networks, "Education”.
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| Configuring debian-edu-router-config |
An IPv4 address is mandatory for the static IP configuration of the 'Education' interface .

HMake sure to use proper IPv4 address/snetmask syntax.
Examples: 16.8.6.1/8, 16.8.8.1/255.0.0.0

IPv4 address/netmask of the internal 'Education’ MIC:

<Cancels

Set 10.0.0.1/8 as the static IP address for the internal network "Education” if you followed the above suggestion on
internal networks.
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| Configuring debian-edu-router-config |
Computers on networks selected here will connect to the internet wia IPw4 and WAT (network address translation). Hosts
on the internet will only "see" this system's external IPv4 address, whereas individual computers on the internal
network stay "hidden'.

MNetworks that are NAT'ed (and hidden) behind the 'Uplink' address:

<Cancel>

Enable NAT for the internal network.
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| Configuring debian-edu-router-config |
For computers on internal networks you can choose hetween two default policies regarding internet access: all allowed
and all blocked.

Networks selected here will be allowed to access the internet, directly. Metworks not selected here will he blocked fraom
direct internet access.

For blocked internal networks, you will later be provided with a configuration dialog that allows you to define host
based and port based exceptions from this default network rule.

Metworks that are allowed to access the internet, directly:

[#] Education

<Cancel>

Enable internet access for internal networks.
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| Configuring debian-edu-router-config |
Syntax: [tcp:sudp:]<external_port::<internal_address> [:internal_port]

Here, uou can configure services that shall he reachable from the internet (via uour 'Uplink' IPvd address). Multiple
configurations are possible and should be seperated by spaces.

As <internal_address> make sure you only specify IPv4 addresses that match any of the internal networks' IF subnet
configurations. Also, you can only reverse-NAT into an internal network if it has been configured as a NAT network.

Providing the protocol (udpstcp) is optional. If not provided, the setup will default to tcp+udp. By prepending either
"udp:

or 'tcp:' one can limit the reverse NAT to only one of the protocols.

Specifying the <internal port: is also optional. It will be automatically set to <external_port: if emptu.
<internal_port: and <external_port> may differ.

Reverse MAT configuration:

<Cancel>

If you want to expose any internal services to the internet you can configure them using the described syntax. Note that
SSH access to the gateway can be configured using the following dialog.
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| Configuring debian-edu-router-config |
Internalsexternal network interfaces via which it is permitted to log into this host wia SSH.

If you are installing this device from remote, please make sure to include the Uplink interface into the list of allowed
network interfaces.

NOTE: To fully make incoming 5SH connections operational, make sure the S5H serwvice is installed and enabled.

Incoming S5H connections:

<Cancel>

Decide from which networks you want to allow SSH access to the gateway.




Debian Edu / Skolelinux 12 Bookworm it 31/92

| Configuring debian-edu-router-config |
The default port for incomming SSH connections is 22. If you want to disable the sshd service entirely then enter @ or
Jjust leawve the input field empty.

Please make sure you still hawve a way of accessing this machine, if you are about to disable the S5H service.

Fort for incomming S5H connections (empty if disabled):

<Cancel>

Configure the SSH port, this should be 22 if the configuration has not been changed.




Debian Edu / Skolelinux 12 Bookworm it 32 /92

| Configuring debian-edu-router-config |
This host can act as DHCPwd4 serwer for all or some of the enabled internal networks. Please select for which internal
network the DHCPwd serwvice shall be enabled.

Mote for Debian Edu sustem administrators: Don't enable DHCPw4 on the Education network. DHCPw4 is normally provided by
Debian Edu's main server (aka TIEMER).

Enable DHCPw4 serwice on this host for the following networks:

[ ] Educatiaon

<Cancel:

Do not enable DHCP for the internal networks, it will be offered by the Debian Edu main server.

Connect the network interfaces if you have not already done so and reboot the machine.
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*** Welcome to Debian GNU/Linux 12 (bookworm) (x86_64) on router ***
Debian Edu Router, machine ID: 8c132dc3adla443f8fbc4af8ebdd9223

Uplink -> enplsB -> v4: 138.201.37.171/26 [52:54:00:1c:48:
92]
Education -> enp2sB -> v4: 10.6.8.1/8 [62:54:08:9a:45:
fb]

Debian Edu Router Menu

IP traffic statistics

Launch a shell session

Debian Edu Router Configuration
Reboot system

Shutdown system

Quit menu and logout as user 'root'

Please select: [
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Debian Edu Router Menu

IP traffic statistics

Launch a shell session

Debian Edu Router Configuration
Reboot system

Shutdown system

Quit menu and logout as user 'root'

Please select: Entering Debian Edu Router configuration submenu...

Debian Edu Router Configuration

Configure Debian Edu Router entirely
Configure Debian Edu Router network settings
Configure Debian Edu Router firewall settings
Configure Debian Edu Router services

Return back to main menu

If SSH access has been enabled the gateway can be reconfigured remotely via the menu offered when logging in as root.
Pressing ¢ in the main menu switches to the configuration menu from which all or parts of the configuration can be changed
using the same dialogue system which was used for the initial configuration.

6.3.7 —LLHARFERN

6.3.7.1 —/ NEZIEALEEEN

REEMREFEAN “ERFIFEW" polile (BB LH ). BNEREREREFERN (BESH LEA—LHIMNIE
5) FHEFERIES (BLEBEEZE, NRMFLBERMIVEICSIRNEF AFZEE FKI ] gk IRHIIBZ
B

6.3.7.2 USB NFE / BAXBRBLZRN—NEIER

£ USB NFE | BAKBMBRERZE, /etc/apt/sources.list ARBAREMBNRGINER, MNEBETBNE
B, BARZNBWERPRNIN T RITMAI R EEREZEEM:

deb http://deb.debian.org/debian/ bookworm main
deb http://security.debian.org bookworm-security main
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6.3.7.3 CD ZTHRAI—MHEA

A netinst installation (which is the type of installation our CD provides) will fetch some packages from the CD and the
rest from the net. The amount of packages fetched from the net varies from profile to profile but stays below a gigabyte
(unless you choose to install all possible desktop environments). Once you have installed the main server (whether a pure
main server or combi-server does not matter), further installation will use its proxy to avoid downloading the same package
several times from the net.

6.3.8 ZHIR(EA USB ATFIRZNZIKENC CD / HHHE

It is possible to directly copy a CD/BD ISO image to USB flash drives (also known as "USB sticks") and boot from them.
Simply execute a command like this, just adapting the file and device name to your needs:

sudo dd if=debian-edu-amd64-XXX.iso of=/dev/sdX bs=1M

EHRA USB iR ERMEITZHR<SZHl, BEREXDN X HE:

1sblk -p

BIERE I AES KM E,

BURFARERE THNMREER, USB INFRMBBERIMSMEK CD HHFENARE,

6.3.9 @i PXE EML LLEIEIS

For this installation method it is required that you have a running main server. When clients boot via the network, an
iPXE menu with installer and boot selection options is displayed. If PXE installation fails with an error message claiming
a XXX.bin file is missing, then most probably the client’s network card requires nonfree firmware. In this case the Debian
Installer’s initrd must be modified. This can be achieved by executing the command:

/usr/share/debian-edu-config/tools/pxe-addfirmware

FizfRs52E L.
NEERSB[ISTEREN PXE XEE LEREHMN:

iPXE boot menu - :10.0.2.2:

Install Debian Edu-amd64 (64-Bit)
Install Debian Edu-i3B6 (3Z2-Bit)

Memory test
Enter iPXE configuration
Drop to iPXE =hell

Boot from the first local disk

Exit iPXE and continue BIOS boot
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XRZERM LTSP Ar532RECER) iPXE SR :

iPXE boot menu - :190.0.2.2:

Install Debian Edu-samdb4 (64-Bit)
Install Debian Edu~-i386 (3Z2-Bit)

Plain X£Go Thin Client (64-Bit)
Diskless Workstation (server’s SgquashFS image)
Plain X2Go Thin Client (64-Bit, NFS rootfs)

Memory test

Enter iPXE configuration

Drop to iPXE =hell

Boot from the first local disk

Exit iPXE and continue BIOS boot

EMEEMARAFERETFIEFEEFPIREEME L5115, AMRIFELFIIMIIA LTSP BR$B328, TEITIFILAIRIMNE]
BB GOsa2 iy LDAP /1,

BEZ R TFMEEFiHIEE2 R ATE Network clients HowTo EF#EFLE,

6.3.10 {84 PXE &%

PXE RE(EF debian TRIZFF preseed X, BBEIAMKIECNKIF0]ZERE S MG E,
EUMERR—1TEERIEZ tjener:/etc/debian-edu/www/debian-edu-install.dat

d-i pkgsel/include string my-extra-package(s)

The PXE installation uses the preseeding file /etc/debian-edu/www/debian-edu-install.dat. This file can be changed

to adjust the preseeding used during installation, to avoid more questions when installing over the net. Another way to achieve

this is to provide extra settings in /etc/debian-edu/pxeinstall.conf and /etc/debian-edu/www/debian-edu-install.dat
and to run /usr/sbin/debian-edu-pxeinstall to update the generated files.

H— RS R PIATE Debian ZEFHEIXE,

ER T E@E T PXE ZREFRIEMER, 7 tjener:/etc/debian-edu/www/debian-edu-install.dat FER
mirror/http/proxy, mirror/ftp/proxy #ll preseed/early_command FIITHEEMN T, ERIFTRNRIEREA,
ARVIBITHEIENRE #', FNEKREBIR export http_proxy="http://webcache:3128"; " &f%7,

Some settings can not be preseeded because they are needed before the preseeding file is downloaded. Language, keyboard
layout and desktop environment are examples of such settings. If you want to change the default settings, edit the iPXE
menu file /srv/tftp/1ltsp/ltsp.ipxe on the main server.

6.3.11 THIE R
BIBESIAY CD, DVD SREXNBEENERT Debian TEEFMBUTS, EEERREIZT RECRIFSE, T
B WEERHMEBATFRESR,

FLEFr B R EMMRAMRIESR (XANE Debian ZRIZFFMEIMFRERR ) A1 EFRFH CD/DVD REIBFAEX
.



https://www.debian.org/releases/bookworm/installmanual
https://wiki.debian.org/DebianInstaller/
https://wiki.debian.org/DebianInstaller/Preseed
https://wiki.debian.org/DebianInstaller/Preseed
https://wiki.debian.org/DebianInstaller/Modify/CD
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6.4 FERREME

XAHAMERZREERNINGE - NESIAARE. BREANERERBRTRNINE, BABEREAFEEHMA. K
FREEANEGERNE, HLBEANMERTE,

So here is a screenshot tour through a graphical 64-bit Main Server + Workstation + LTSP Server installation (in BIOS
mode) and how it looks at the first boot of the main server and a PXE boot on the LTSP client network (thin client session
screen - and login screen after the session on the right has been clicked).

(‘W debianedu 12

Skolelinux

_Debian GMU-Linux installer menuw (BIODS mode)

Graphical install
Install
Advanced options

Accessible dark contrast installer menu
Help
Install with speech sunthesis
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Select a language

Choose the language to be used for the installation process. The selected language will also be the default language for the installed system.

Language:

Bosnian

Bulgarian

Burmese

Catalan

Chinese (Simplified)
Chinese (Traditional)}
Croatian

Czech

Danish

Dutch

Dzongkha

Esperanto
Estonian
Finnish
French
Galician
Georgian
German
Greek
Gujarati
Hebrew
Hindi

Hunaarian

Screenshot

Bosanski
Bwarapckmn
E%mm
Carala
(&)
P (BERE)
Hrvatski
Cestina
Dansk
Nederlands
=r

Esperanto
Eesti
Suomi
Francais
Galego
Jadagma
Deutsch
EAANuIK@
Al
nay

fest

Manwvar

[2]

~

Go Back H Continue

© debianedu 12

Skolelinux

Select your location

The selected location will be used to set your time zone and also for example to help select the system locale. Normally this should be the country where you live.

This is a shortlist of locations based on the language you selected. Choose "other” if your location is not listed.

Country, territory or area:

Antigua and Barbuda
Australia
Botswana
Canada

Hong Kong
India

Ireland

Israel

New Zealand
Nigeria
Philippines
Seychelles
Singapore
South Africa
United Kingdom

Zambia
Zimbabwe
other

Screenshot

Go Back ” Continue
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O debianedu 12

Skolelinux

Configure the keyboard

Keymap to use:
merancngion ——— &
Albanian

Arabic

Asturian

Bangladesh

Belarusian

Bengali

Belgian

Berber (Latin)

Bosnian

Brazilian

British English

Bulgarian (BDS layout)
Bulgarian (phonetic layout)
Burmese

Canadian French

Canadian Multilingual
Catalan

Chinese

Croatian

Czech

Danish

Dutch

Dvorak

Dzongkha

~

Screenshot Go Back H Continue

© debianedu 12

Skolelinux

Configure the network

Your system has multiple network interfaces. Choose the one to use as the primary network interface during the installation. If possible, the first ed network interface
found has been selected.

Primary network interface:

enp5s0: Unknown interface

enp6s0: Unknown interface

Screenshot Go Back ” Continue
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Configure the network

From here you can choose to retry DHCP network autoconfiguration (which may succeed if your DHCP server takes a long time to respond) or to configure the network manually.
Some DHCP servers require a DHCP hostname to be sent by the client, so you can also choose to retry DHCP network autoconfiguration with a hostname that you provide.
Network configuration method:

Retry network autoconfiguration

Retry network autoconfiguration with a DHCP hostname

Configure network manually

Do not configure the network at this time

Screenshot

Go Back H Continue

O debianedu

Skolelinux

Configure the network

The IP address is unique to your computer and may be:

* four numbers separated by periods (IPv4);
* blocks of hexadecimal characters separated by colons (IPv6).

You can also optionally append a CIDR netmask (such as "/24").

If you don't know what to use here, consult your network administrator.
1P address:

10.0.2.2/8

Screenshot

Go Back ” Continue
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Skolelinux
Configure the network

The gateway is an IP address (four numbers separated by periods) that indicates the gateway router, also known as the default router. All traffic that goes outside your LAN (for
instance, to the Internet} is sent through this router. In rare circumstances, you may have no router; in that case, you can leave this blank. If you don't know the proper answer to
this question, consult your network administrator.

Gateway:

[20.0.0.]

Screenshot

Go Back l Continue

O debianedu 12

Skolelinux
Configure the network

The name servers are used to look up host names on the network. Please enter the IP addresses (not host names) of up to 3 name servers, separated by spaces. Do not use
commas. The first name server in the list will be the first to be queried. If you don't want to use any name server, just leave this field blank.
Name server addresses:

[20.0.0.]

Screenshot

Go Back ] Continue
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Choose Debian Edu profile

Profiles determine how the machine can be used out-of-the-box:

- Main Server: reserved for the Debian Edu server. It does not include
any GUI (Graphical User Interface). There should only
be one such server on a Debian Edu network.

- Workstation: for normal machines on the Debian Edu network.

- Roaming Workstation: for single user machines on the Debian Edu
network which some times travel outside the network.

- LTSP Server: includes ‘'Workstation® and requires two network cards.

- Standalone: for machines meant to be used outside the Debian Edu
network. It includes a GUI and conflicts with other
profiles.

- Minimal: fully integrated into the Debian Edu network but
contains only a basic system without any GUL

Profile(s) to apply to this machine:

Workstation

Roaming Workstation
LTSP Server

Standalone

Ooo0®0O

Minimal

o debianedu 12

Skolelinux

Really use the automatic partitioning tool?

This will destroy the partition table on all disks in the machine. REPEAT: THIS WILL WIPE CLEAN ALL HARD DISKS IN THE MACHINE! If you have important data that are not backed
up, you may want to stop now in order to do a backup. In that case, you'll have to restart the installation later.

Really use the automatic partitioning tool?

) Yes
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Really use the automatic partitioning tool?

This will destroy the partition table on all disks in the machine. REPEAT: THIS WILL WIPE CLEAN ALL HARD DISKS IN THE MACHINE! If you have important data that are not backed
up, you may want to stop now in order to do a backup. In that case, you'll have to restart the installation later.

Really use the automatic partitioning tool?

) No

(@ i\'esé

O debianedu 12

Skolelinux

Participate in the package usage survey?

The system may anonymously supply the distribution developers with statistics about the most used packages on this system. This information influences decisions such as which
packages should go on the first distribution CD.

If you choose to participate, the automatic submission script will run once every week, sending statistics to the distribution developers. The collected statistics can be viewed on
http://popcon.debian.org/.

This choice can be later modified by running "dpkg-reconfigure popularity-contest”.
Participate in the package usage survey?

) Yes




Debian Edu / Skolelinux 12 Bookworm it 44 / 92

O debianedu 12

Skolelinux

Participate in the package usage survey?

The system may anonymously supply the distribution developers with statistics about the most used packages on this system. This information influences decisions such as which
packages should go on the first distribution CD.

If you choose to participate, the automatic submission script will run once every week, sending statistics to the distribution developers. The collected statistics can be viewed on
http://popcen.debian.org/.

This choice can be later modified by r ing "dpkg-reconfigure popularity-contest”.
Participate in the package usage survey?

) No

O debianedu 12

Skolelinux

Set up users and passwords

You need to set a password for ‘root’, the system administrative account. A malicious or unqualified user with root access can have disastrous results, so you should take care to
choose a root password that is not easy to guess. It should not be a word found in dictionaries, or a word that could be easily associated with you.

A good password will contain a mixture of letters, numbers and puncruation and should be changed at regular intervals.
The root user should not have an empty password. If you leave this empty, the root account will be disabled and the system's initial user account will be given the power to become
root using the "sudo” command.

Note that you will not be able to see the password as you type it.
Root password:

[..............

[] show Password in Clear

Please enter the same root password again to verify that you have typed it correctly.
Re-enter password to verify:

(esssscsssssses

[] show Password in Clear

Screenshot

Go Back ] Continue
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Set up users and passwords
A user account will be created for you to use instead of the root account for non-administrative activities.

Please enter the real name of this user. This information will be used for instance as default origin for emails sent by this user as well as any program which displays or uses the
user's real name. Your full name is a reasonable choice.
Full name for the new user:

Server Administrator

Screenshot

Go Back l Continue

O debianedu 12

Skolelinux
Set up users and passwords

Select a username for the new account. Your first name is a reasonable choice. The username should start with a lower-case letter, which can be followed by any combination of
numbers and more lower-case letters.
Username for your account:

server-admin|

Screenshot

Go Back ] Continue
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Set up users and passwords
A good password will contain a mixture of letters, numbers and punctuation and should be changed at regular intervals.
Choose a password for the new user:

[..............

[] Show Password in Clear

Please enter the same user password again to verify you have typed it correctly.
Re-enter password to verify:

(esssscsssseses

[] Show Password in Clear

Screenshot

Go Back l Continue

O debianedu 12

Skolelinux

Finish the installation

Instalflation complete
Installation is complete, so it is time to boot into your new system. Make sure to remove the installation media, so that you boot into the new system rather than restarting
the installation.

Please choose <Continue> to reboot.

Screenshot

Go Back ] Continue
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tjenerintern Tue, 09:05 en_U

(I

Enter your password

Cancel LogIn

¥ Applications = (@ Welcome to «wwws: Info ... EI S O @E A ZD%BQIB'W DebianEdu Server Admin

@ Welcome to «www: Info page for a Debian Edu installation — Mozilla Firefox A - O X

Welcome to ewwwa: Info page X | +

@ O & https:/iwmww 7 B =
[catala] [dansk] [Deutsch] [English] [espaiiol] [francais] [Indonesia] [Italiano] [norsk] [Nederlands]
[Portugués] [Portugués do Brasil] [Roména] [Pycckmii] [FX] [H#58] LocCAL SERVICES

+ Documentation
+ GOsa® LDAP

~Jdebianedu e atasn

: « Printer administration
Skolelinux e
+ Icinga
+ Munin
3 3 « Sitesummary
Welcome to Debian Edu / Skolelinux .
If you can see this, it means the installation of your Debian Edu server was successful. Congratulations, DEBIAN EDU
and welcome. To change the content of this page, edit /etc/debian-edu/www/index.html.en, in your + Weh page
favorite editor. « Wikipa g’g
On the right side for this page you see some links that can be helpful for you in your work, administrating a © il g
Debian Edu network. + Collected package usage

« The links under Local services are links to services running on this server. These tools can assist you in
your daily work with the Debian Edu solution.
» The links under Debian Edu are links to the Debian Edu and/or Skolelinux pages on the Internet.
> Documentation: Choose this to browse the installed documentation
= GOsa® LDAP administration: Choose this to get to the GOsa? LDAP administration web system. Use this
to add and edit users and machines.

[ LERI
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Q ) 3 A 20%39]119"10 DebianEdu Server Admin

¥ Applications =

Q Run Program...

Terminal Emulator
B File Manager
Mail Reader
@ Web Browser
[ Settings »
éh Accessories »
»

@ Development

* Educ [l “* Astronomy »

[f+] cames » &l Chemistry
& Graphics
@ Internet » & Electricity b & KTurtle
B multimedia » [ Games P % Scratch -
Eﬂ Office » U Geography P T Thonny @ debla rledu
 system b -2 Graphics » Skolelinux
About Xfce & Kids »
® LogOut & Languages »
A% Mathematics 4
A Miscellaneous 4
J” Music »
% Physics »
&l Science »
B video 3
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i Debian Edu Thin Client
P @tjener

w XFCE

™ fullscreen

1Y)
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' Debian Edu Thin Client
XFCE on tjener

Login: |
Password:

Cancel

7 FH%

7.1 ABMRLTER

EETRS[BLEMCIBTE—MEAEK,, ZKAETXEHG A “S—BF", IMARE%N, BEnEEXER
XPRIZE S 700 (EAUEZE chmod o+x ~ LAEMNAMITIETiAIE] ), MBS —B PRI UER sudo A root,
BERINAFBISEBX Debian Edu BRI HFRAHCNEEFES; IBEEFARIGAKE,

TRZE, FRERFNTEEMNE—HELR:

1. BERAFRSE,
2. m GOsa? ;ﬁbum}t‘o
3. {EF GOsa2 iRl T {Eidk,

AETEFERPRRNAFFMIELY, BRBHIEXE, SFRNAERHIITIERVERUKL, BMAXMEFTEHMD
Hitr 4,
There is additional information available elsewhere in this manual: the New features in Bookworm chapter should be read

by everyone who is familiar with previous releases. And for those upgrading from a previous release, make sure to read the
Upgrades chapter.
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!’i\"l gNSR&E@EY DNS REFAEMREIIMBMEMIRFZERAEMTER DNS lRSBZBREHKEBHRMEN, FFEBREMX
4> DNS FRSBERNEMN “HAR" REMX—RS:H,
XER) HowTo —FRE T B S MR R R — L2 E 0] R,

7.1.1 BITEERSEE MRS

ALGEE — web BEEREEEGITEEEMS [ LHLNRS. BISETENRE 1,

7.2 GOsa2 BN

GOsa? B—NAJCAFENEIZ(RAY Debian Edu IREMN—EEEZHMAMET web HEET R, £ GOsa? {RA]AFIE
(M, (goq, sEMRR ) XLEEERA:

- AFEE

- HEE

= NIS WRAEE

- TEVEE

= DNS EI1E

= DHCP EIE

7T A8 GOsa? FBE Skolelinux ERRSZ /IR R T web XEIZEHY (F ) R, WREZFHMBIASHEKSE (£
BRS528 + LTSP BRS528 + TIFUARCE ) RERIE, AIURERSEES.

If you (probably accidentally) installed a pure Main Server profile and don't have a client with a web-browser handy, it's
easy to install a minimal desktop on the main server using this command sequence in a (non-graphical) shell as the user
you created during the main server's installation (first user):

$ sudo apt update
$ sudo apt install task-desktop-xfce lightdm education-menus

$ sudo service lightdm start
A= web R BTEEEERIXA URL https://www/gosa KihiE] GOsa?2, HEAMERAFER,

= |f you are using a new Debian Edu Bookworm machine, the site certificate will be known by the browser.

= BN, fRIFWEIBX SSLIERBRMERES. MRFMERIMEEMRIME L, MEIRNEREZEHBRIA.
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7.2.1 GOsa2 EFF 5

& GOsa ®

A > Welcome to GOsa

Administration L .
Administration

Directary structure

Users
=] e A (-]

Groups
Directory structure Users Groups Access control
Access control
Manage organizations, organizational Manage aspects of user accounts Manage aspects of groups like Control access to GOsa managed
Object groups units, localities, countries and more like generic, POSIX, samba and mail members, POSIX, desktop, samba objects down to attribute and action
settings and mail settings level
Sudo rules
NIS Netgroups
Systems
y @ e
Addons Object groups Sudo rules
Preferences Combine different types of objects to Manage all aspects of system wide
make use of this relationship sudoers definitions
LDAP tools
Password
Management
“% o
NIS Netgroups Systems
NIS Netgroups management Manage systems, their services and

prepare them for use with GOsa

£ GOsa? BERZBIREEER GOsa? I 5 1M

IR, (RRIAERPEERE— AE%ESZ%?";?DCJ\ FREEMESER. AT EM, BITEERRSEMIIR
B, ERRIEEREMSB GOsa? FTiRtHEIETTE,

£ Debian Edu #, TkF, 4B, FMRBZEEREFE— LDAP BRE, g&l}ET\wﬁ?Eﬂﬁiéﬁ MmEtHATFMEH
B9 (8 ) TIELL, LTSP BRSZ2EMEMYIZE, B LDAP, BXE4E, ?&Ufﬁ, SN EENEERAN—X, Z2EH
LDAP 12{1Z8, TEE Skolelinux MEHRIFFIBER AT HIZEE,

GOsa? B—Ff{FEH LDAP REMEEEHREPEMSINEMMNEIRTE, FRaIlAE “S87)" RIEREK,,
B, R4, MLEE, EE, BURTRETRITHOEM, {Re] AR GOsa2/LDAP HREIERI 145 M TR IR LR L5 M3 A Debian
Edu ERREZ 29 LDAP HUBEM R,

A default Debian Edu main server installation currently provides two "departments”: Teachers and Students, plus the
base level of the LDAP tree. Student accounts are intended to be added to the "Students” department, teachers to the
"Teachers" department; systems (servers, workstations, printers etc.) are currently added to the base level. Find your own
scheme for customising this structure. (You can find an example how to create users in year groups, with common home
directories for each group in the HowTo/AdvancedAdministration chapter of this manual.)

RIBRELIENES (BEAF, B2, BEERAF), GOsa? [EMER] (EHME ) LENAERIE,

7.3 (£ GOsa2 EEAEF

B, REEZASMEREPE “Uses”, RRAMESEANETR—NE “Students” F1 “Teachers” BIERIIS 4R AR
GOsa? BHER (%—A%&QHEE’J}%F‘ ) MKPEIIIR, XPNRLEHBATUBE PR Base HFERMAVFELRIRES
MEM (BRBHMEIZXKE EMSEM—NTARE ) FAFTENRFE (FIIRN—NMIAF ) R —MERMGXR,
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7.3.1 RMAF

BTRMFEAIUENRSMIMBERED “BF" X8, EX—NELEABHGRNRFE— N FREENEREL; EFHP
B “gIE”, mER “AF7. fEHAFIEESKES,
» REZNRRIMER CRFLESIHRN) FRNAFNER (WE ),

= SRIRFEASH, (RIFEE GOsa? R|EESHREMEMAF R, EEMER—MARNFENAFR, BLEMR
BE£BNZEAPAZRE, FTEMREBHEEZIE ASCI FT GOsa? AJHEEMTHKIAF B,

» MRFARENRERMWAFR, Fe]UETFIEFEREMAFS, BAEDSHFREEHIER, (WRMEEEE
RIEBRINMEAFR, B— 1M RiEESFTH /etc/gosa/gosa.conf FiRI allowUIDProposalModification="true"
YE JIMEIMEINZ! "location definition”, )

» EEASTEMGE, MEERFBAFPNRE GOsa? FR, £ LRIIREINELIBFER,

BIEAFE (EFEEXFER, ASRAEBERNT), "THE TAN "BE" &,

fENBE—5, Gos RUAFAPNER, RABRZESsETAN “wBuw, A yeeprermme
HEBH—E,

MR—NIAR, (FMERIAERFIRPBIFA,, (RIMEREUIBNIHAF BEFRIRIIMLEFEIER Skolelinux 1

7.3.2 EBER, EHMERAF

& GOsa ®

ﬁ » Users » Teachers

Directory structure

1K < A& C ™3 ou=Teachers < Actions = T - Q
I Users «  Default filter
Groups Show templates
A ' O Surname ¥ Login Properties Actions
\CCESS Control Show POSIX users
Object groups O 2 Hisen Show SAMBA users frarhir = 4 = o
Sudo rules [0 # NewTeacher Show mail users newteacher 20 + 7 0
NIS Netgroups +  Search in subtrees
B, %,
Systems ¢  Editfiters...
Addons
Preferences
LDAP tools
Password
Management

SIS MPRAF, £ GOsa? MEAMMARATHIAFIIR, ERETIHMMEEBITA TR , —NH GOsa? 12
HAEERTHE, MREREERIIAFKFERRGEMPIMIMUE, ¥ GOsa?/LDAP WIVEEREHIU “FEFHH
HR" ETURCER,
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LEM “Filter” HER, FARGIMHMERBINRABEPIIXARE, B—TRKR-—NAFPKFMESTHLRIZN
DERMREN/NER: MERAF, BEKF,, RE®ZWD, MPERAS.

BEER—MIHE, FEINEBEEREREXAFPNEGER, EXRAFPNZEEIENAFRENATIR,

& GOsa ®

& > Users » harhir » Students

Administration Generic POSIX Mail ACL References

Directary structure

Personal information

I Users
Last name* Address
Groups Hirsch
Access control
First name” Private phone

-
Object groups ' Harry
Sudo rules . Logi Homepage

NIS Netgroups
Personal title Password storage
Systems ssha

Addons Change picture... Academic title

Edit certificates...

Preferences

Date of birth Restrict login to
LDAP tools

Password

Management -

Preferred language

IP or netwark
"& ou=Students Add

7.3.3 RE®EG

FEUMERBCHAFABER GOsa? RENEHCHEL, ERARA (NRARIRE ) RBRMIZTAEHY GOsa?
AL, #A Gosa, —PMEERMNZESWERE—NMRIOIRAER GOsa? H1, XAWFHRIRXMFER KK BIER
BARig B ZEIHEE,

MNECHAFREERMBIFE GOsa> RERFIIMNIR, BRESH GOsa2 FHiME, FHeIUBENRMEZEKFPIE
1B, ZIMiZIFEESFERIAE.,

MEERHA N AP IREHED

1. BREEQRMAF, WL
2. REAFBMAETENHRENS
3. ERERRMITTE L, ReIRE B CEFEHEG
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& GOsa o

A > Users

Administration Change password

Directory structure i i i o )
To change the user password use the fields below. The changes take effect inmediately. Please memarize the new password, because the user wouldn't be able fo login without it

Users
I Mew password Repeat new password Password requirements:
Groups e | ® ®
< control + The password must have at least 1 characters
~/ The password must contain lower case lefters.
Ohject groups
X The password must contain upper case letters
Sudo rul
uda rules X The password must contain digits.
NIS Netgroups X The password must contain at least 1 special
character, e.g. !, @ #,8, %, " & * 7. _ ~
Systems
Addons
] Cancel
Preferences
LDAP tools
Password
Management

Be aware of security implications due to easy to guess passwords!

7.3.4 REMNAFERE

FILAEIEfEA CSV XF GOsa? XEEIZAF, JUAMEREIFHBFRIERGE (19, localc )., EL, HfE
BERFERBARM: uid, 1, BFMZBE, WBEXE uid FERTPSEESMICR. BEIBENZICEEEN LDAP FEL
FER uid iER ( HESLITHIT getent passwd | grep tjener/home | cut -d":" -f1 MFE),

ik CSV XEHETRIBT (GOsa? W ZABLRE ):

A " (FAFERNRA

- RNEFEMASIS

CSV XA BE—MrT (BEEZ7ENIR)
XLEFERMIAFRAERE, BJBATE GOsa? HES AHAEIHE X

HESANTIRE:

1. SELEMESMERPH “LDAP BIRE" 5%

2. AEREEMN “BAN” %

3. MEAMHE, FEBRBEEANBAFTIRN CSV X

4. EEEMESAHEINARFTAAFER (40 NewTeacher BY, NewStudent )
5. MEATAN “BAN” &
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BAM—ENAR—INFER, RIFERATE/LNEMAFE CSV X%, FHRRT AR,

Same applies to the password management module, which allows one to reset a lot of passwords using a CSV file or to
re-generate new passwords for users belonging to a special LDAP subtree.

& GOsa ®

A : Welcome to GOsa

Administration Reset Passwords

Directory structure

Configure password reset options &

Users
Please configure options for this run of resetting user credentials.
Groups
Access control
. Upload a credentials file (CSV format). O Reset passwords of accounts in a certain organizational unit of the LDAP tree.
Object groups
File format: CSV, comma-separated, no quotes. two columns: Change passwords for accounts in this OU subtree
Sudo rules N skole - Debian-Edu -
[ <uid>, <userPassword>

NIS Netgroups Length of auto-generated passwords:

Systems Browse 12 -

Addons

Preferences

LDAP tools

Password

Management

7.3.4.1 Adding users from the command line

User accounts can also be added from the command line using the 1dap-createuser-krb5 tool, see the documentation
in the Administration HowTo
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7.4 F GOsa2 EEHRAF4H

A : Groups
Generic Mail ACL References
Directary structure
Group name*
Users class_22_2026] Group members
Groups Description
Class 22 graduating in 2026
Access control
Object groups 0",
Sudo rules
D Force GID
NIS Netgroups
grodp D Samba group - in domain
Systems DEFAULT - Add
preferences System trust
LDAP tools Trust mode
disabled -
Password
Management

A > Groups

List of groups

Directory structure
L &« Actions ~ Y - Q
Users
Groups
Name Description Properties Actions
Access control o P P
Object groups I8 Students [all students]
Sudo rules BB Teachers [all teachers]
NIS Net
elgroups [0 2= class 22 2006 Class 22 graduating in 2026 a V|
Systems
D - gosa-admins GOsaz Administrators - / '
or
- [0 2%  icinga-acmins Icinga Administrators an Pl |
Preferences
[0 2% jracmins All junior admins in the institution an Fan |
LDAP tools
D &%  nonethlk Users that should be unaffected by network blocking - PN |
Password
Management D - printer-admins Printer Operators ah Pl |
D A% server-admin Group of user server-admin % PN |

B
n
!
:
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HEESRAPEEERENL

RE] A A BB RFAER, RETLEHARIERE LADP BHRAMIKEME,
AINAFRFHEEMNASFIRERLEIAFIIR, MEEREERTLRSFBEREHA,, hREE LDAP H/E,
PERPIMANBHERENN unix 8, FEHBaTEENRTXEHBR,

7.5 F GOsa2 EIEV] 28

YBREEEA LR VHRER Debian Edu MERRIFAEEAMNIRSE, £/ GOsa? RINZ| LDAP BRHIBENZE -1 E
ME, —4 P tlk, — MAC R —MEE CEER “WE" ), 7TEHY Debian Edu FMIVHERSHAFMAVL
M—5,

T2 TIFAFER P iRfEA S AR5 21 SELA R A MEEN TIE,

Workstations with disks (including separate LTSP servers) have to be added with GOsa?. Behind the scenes, both a machine
specific Kerberos Principal (sort of account) and a related keytab file (containing a key used as password) are generated,;
the keytab file needs to be present on the workstation to be able to mount users’ home directories. Once the added system
has been rebooted, log into it as root and run /usr/share/debian-edu-config/tools/copy-host-keytab.

ZREEET GOsa2 MARLIBEMRFZIARIM, B root BRPERERSBFEFHITIT

/usr/share/debian-edu-config/tools/gosa-modify-host <hostname> <IP>

Please note: host keytab creation is possible for systems of type workstations, servers and terminals but not for those of
type netdevices. See the Network clients HowTo chapter for NFS configuration options.

To add a machine, use the GOsa? main menu, systems, add. The name of the machine is expected to be a valid unqualified
hostname, do not add the domain name here. You can use an IP address/hostname from the preconfigured address space
10.0.0.0/8. Currently there are only two predefined fixed addresses: 10.0.2.2 (tjener) and 10.0.0.1 (gateway). The addresses
from 10.0.16.20 to 10.0.31.254 (roughly 10.0.16.0/20 or 4000 hosts) are reserved for DHCP and are assigned dynamically.

E7E GOsa2 HOECEE MAC itk )y 52:54:00:12:34:10 BI—NERZS IP HAHRFERAX A MAC thlit, ENRZFNE
IP; $SXE] ARG ip RIIFFE 10.0.0.0/8 FERFE—NEHMEEM, WRUXMHGXRME—EVR, &
BRIEERIRZ 10.0.0.2, NERIFERBXIMREIMLGE: FIAN{RIF ARSI MER x>10 F x<50 #9 10.0.0.x, MtFLIFE
x>100, NEBIEHECIEWAMNNRLE. FRERS R ZINTERAFERNE —MEXIETR,

MRV BELZIFNEFFI/TETFIMEHNNECEERREREFIFIEAMIRE, sitesunmary2ldapdhcp MIZF] AR
TBNE GOsa? RAINIEE. WTFEBMVBWNRHAZTIIF, WTEBS A mac MBIV ] W IUE FSLFRERK—
4k, sitesummary2ldapdhcp -h BRERER. BiER, MA sitesummary2ldapdhcp FEREY IP Mt EF NS
IPSEEl, MEFIMENZLERARES TECHIMNG: EGREBNMARLL, #E DHCP 7 DNS, FERIMNEIMEE
(WFHEFENNEES N TENERIRE), AREMBNRE, UTHNESRBERTEXIRFRIPT:
root@tjener:~# sitesummary2ldapdhcp -a -i ether-22:11:33:44:55:ff

info: Create GOsa machine for am-2211334455ff.intern [10.0.16.21] id ether-22:11:33:44:55: <«
ff.

Enter password if you want to activate these changes, and “c to abort.
Connecting to LDAP as cn=admin,ou=ldap-access,dc=skole,dc=skolelinux,dc=no

enter password: *kkkxkxkk
root@tjener:~#
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@ GOsa

# Systems

Administration

List of systems
Directory structure

L
Users
Groups
Access control D Name
Object groups » Students [all students)
Suda rules ] Teachers [all teachers]
NIS Netgroups 0O & gateway
| Systems

Description

Actions ~ Y - Q

Release Actions

o /B

O l[ﬁ ] tener Main server; modify only if 100% sure. or /S 0
O o et —

Preferences
LDAP tools -2 0

Password
Management

# | Systems | am-2211334455f

Genenc | NIS Metgroup = ACL ~ References
Properties

Workstation name’ | am-2211334455f

Description

Location

Base’ !

Network settings

IP-address  10.0.16.21 Propose IP | 4
MAC-address’ 22.11:33:44:55:ff Auto detect

D Enable DHCP for this device &)

o /S B

My account | Change password

Mode Activated ~|
Syslog seVeT | gefault ~|

Inhert time server attributes NTP semver
ntp

tiener j 2dd || Delete

D Enable DNS for this device
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# Systems » ws001

Generic NIS Netgroup ACL References
Directory structure .
Properties

Users

Workstation name* Maode
Groups ws001 Activated -
Access control Description Syslog server

Woarkstation default -
Object groups
Sudo rules Location
NIS Netgroups s I inherit time server attributes

ase’
NTP server
| Systems -] e
tjener -
or
- Add Delete

Preferences
LDAP tools
Password Network settings
Management |P-address*

10.0.2.20 Propose IP +

MAC-address*
00:16:3e:d7:d7:b9

Auto detect

A > Systems » ws001 > unconfigured

Please select the desired NIS Netgroups

Directory structure

1€ <
Users
Groups
Access control D
Object groups L]
Sudo rules »
NIS Netgroups D 7
| Systems
O =
(3
O =
Preferences
O =
)
LDAP tools
O =
Password
Management D A
O =
O =
[ B

m; %

f C "/ «

Common name

Students [all students]
Teachers [all teachers]

all-hosts
cups-gueue-autoflush-hosts
cups-queue-autoreenable-hosts
diskless-workstation-hosts
fsautoresize-hosts
Itsp-server-hosts
netblock-hosts

printer-hosts

Description

All netgroup members

Flush CUPS print queues automatically every night

Re-enable CUPS print queues automatically every hour

All diskless workstations

Run dehian-edu-fsautoresize automatically

All LTSP-servers

Hosts where network blocking should be enabled

All machines with a printer

cronjob E# DNS &/N\AHZE1T—IX; su -c ldap2bind B]FLAF Nl A B,
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7.5.1 EZRFMPIBRHES
BRAPFEVI R SERFRRRAAIEEEMN, AEXERBEEEER.

7.5.2 BB N R/ MEEERE
£/ GOsa2 iRII— &N 2EE LDAP W Zfg, fRRLMEXEEMERERINEAEITENZH LRE (SR ),
XERFNFEBALMUT —MIEEMNERABFAFEMMEN, BE L FTXEFRERTENES.

For example, adding a machine to a NetGroup does not modify the file access or command execution permissions for that
machine or the users logged in to that machine; instead it restricts the services that machine can use on your main server.

AINLRIEHEMERE

= FREEMN

= cups-queue-autoflush-hosts

= cups-queue-autoreenable-hosts
= fsautoresize-hosts

= |tsp-server-hosts

= netblock-hosts

= printer-hosts

= server-hosts

= shutdown-at-night-hosts

= shutdown-at-night-wakeup-hosts-blacklist

= workstation-hosts

XAl NetGroup INEERT:

EHIAR S X K/ ( fsautoresize-hosts )
— X—4HF A Debian Edu Hl23iG BMFRZITTEIARER LVM XK/,

= Shutdown machines at night (shutdown-at-night-hosts and shutdown-at-night-wakeup-hosts-blacklist)

— X —%HAY Debian Edu HlERFAERIEE DX F AT EEEIR,

BEIBFTENN (cups-queue-autoflush-hosts and cups-queue-autoreenable-hosts)
— IXLEH YRR Debian Edu M E31G B R EBEIRIFETBITENBAS, FES/I\NEHEREFAIZAITEIRAS,
= Blocking Internet access (netblock-hosts)

— Debian Edu machines in this group will be allowed to connect to machines only on the local network. Combined with
web proxy restrictions this might be used during exams.

8 FTENMIEIR

For centralized printer management point your web browser to https://www.intern:631. This is the normal CUPS
management interface where you can add/delete/modify your printers and can clean up the printing queue. By default only
the first user is allowed but this can be changed by adding users to the GOsa? printer-admins group.
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8.1 {ERETE T {Fus ERVFTENML
EREN TIFIIRAREARET p91ond RiF-E,

« WIE4REE /etc/default/p910nd (USB FTEI#HL ):

— P910ND_OPTS="-f /dev/usb/Ip0"
— P910ND_START=1

« IEEITENVIER web FRH https://www.intern:631; EIFMLEFTENNIZEE AppSocket/HP JetDirect ( WFFTH
ITEMNIAIBS BB S ) FRE socket://<workstation ip>:9100 EJoiZE#E URI,

8.2 MLBFTENML

It is recommended to disable all self-advertising features in the used network printers. Instead, assign a fixed IP address
with GOsa? and configure them as AppSocket/HP JetDirect network printers.

0 AtEh[ELS

The default configuration in Debian Edu is to keep the clocks on all machines synchronous but not necessarily correct. NTP
is used to update the time. The clocks will be synchronised with an external source by default. This can cause machines to
keep the external Internet connection open if it is created when used.

a‘i""; NREERILSEL ISDN , BRSWT5E, EAIEBENTIZIARE,

To disable synchronisation with an external clock, the file /etc/ntp.conf on the main server needs to be modified. Add
comment ("#") marks in front of the server entries. After this, the NTP server needs to be restarted by running service
ntp restart as root. To test if a machine is using the external clock sources, run ntpq -c lpeer.

10 FRAHENSTX

HF B Xel eI EIR, ERERE DX TRERT 7.2 BXLH X, LA root B7IE1T debian-edu-fsautoresize
-n, SBRUAZEETHNM “EFFNIXKN HESEE,

11 2f3P

11.1 E|FHRG

AT BUAER apt full-upgrade,

M apt ERRES. MREBEHRK, RFZELU root BHERSITFMITAANGEL: apt update ( EFHA] ARG
BEZIR ) M apt full-upgrade (W EUAFHREVIRIFRHITHE ).

FHRAEF C locale RIRGRIBMHEEMNMFEBIE HIMIERE I REEIS RS I BR=EER,

LC_ALL=C apt full-upgrade -y

After upgrading the debian-edu-config package, changed Cfengine configuration files might be available. Run 1s
-1tr /etc/cfengine3/debian-edu/ to check if this is the case. To apply the changes, run LC_ALL=C cf-agent -D
installation.

It is important to run debian-edu-ltsp-install --diskless_workstation yes after LTSP server upgrades to keep
the SquashFS image for diskless clients in sync.
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After a point release upgrade of a system with Main Server or LTSP Server profile, debian-edu-pxeinstall needs to be
run to update the PXE installation environment.

%R cron-apt M apt-listchanges FECEEAIRAZMAIMRERFIZMUHRE—MFER,
cron-apt HXRIBTHE FHHFENMEFEERAIFROEMAMRAER, ENLRILERE, BTFHEN (BEERE), B4

st

1T apt full-upgrade BRI RUER T EH,

INRALEREBIRMN TR BB NER, REE IR wiki.debian.org/UnattendedUpgrades LR LZ3RXFIELE unattended-upg
W€

apt-listchanges BJ LU FEFRAEHMEE AFICR, MNEREIT apt HELIFEPEREA

11.1.1 REBFECHZEEHEXER

Running cron-apt as described above is a good way to learn when security updates are available for installed packages.
Another way to stay informed about security updates is to subscribe to the Debian security-announce mailinglist, which has
the benefit of also telling you what the security update is about. The downside (compared to cron-apt) is that it also
includes information about updates for packages which aren’t installed.

11.2 #MHEIE

RTEMEEBIRNETEEE] https://www/slbackup-php, HIEBBEZIBEIT SSL AlRIIXNib=, BAEZERERMA
root 5, WIREIXAH SSL KifE[iZih= Bk,

lji‘"'l Note: the site will only work if you temporarily allow SSH root login on the backup server, which is the main server
(tjener.intern) by default.

By default, backups of /skole/tjener/home0, /etc/, /root/.svk and LDAP are stored in the /skole/backup/ directory
which is managed as separate partition by LVM. If you only want to have spare copies of things (in case you delete them)
this setup should be fine for you.

A ERREX—ENHRTEMRRWERFRIPMT,
MRMFRBESMEMRERINBRS R, MHFRENES —TREFEFEERNZINMFENEE — R~
MREBIME BN R, REEFRZERMTHSIT:

$ sudo rdiff-backup -r <date> \
/skole/backup/tjener/skole/tjener/home0/user \
/skole/tjener/home0/user_<date>

5

IXYETE /skole/tjener/home0/user_<date> MR B TFRE /skole/tjener/home0/user ¥ F <date> AR
MBEBIRE BN, EETUAMMERE DEFR X (ARRAE ), F TR,

MREBRRIBNEY, ERHTIEANEERERE “4iF" FERERBIWRFIIRE:
Maintenance
tiener[» | choose | Oldest snapshot to keep: 2013-07-02722:30:04+02:00[v | Delete older « Status
e Confi
* Restore

« Maintenance
« Logout
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11.3 ARSZEFEW
11.3.1 Munin

M https://www/munin/ BI{GE] Munin EBIRERR, ERHET—X, B, ANEFNZRENHLE, FEHY
RAEEREERIRIS RS0 BRI 25 AR B,

£ Munin MIZHINIEEPIR, BRIBIBIREZ] sitesummary FIENIIRBENERMAI, Munin MIZFIEZE T munin-node
REBREN. NEENBFZEE] Munin BIEBHMEEME—X, ERRIT cron HEFRTE, EIMEXMIFE, BA root
£ sitesummary B8 ( EEREARSZEE ) L1517 sitesummary-update-munin, XIGEFT /etc/munin/munin.conf

X5,

R —EM E B R EME A nunin-node-configure FZFHE AV 85 L BanE M MABLEIRMZFEF M /usr/share/munin/
AILATS 2 F T S A XRIBBLR! /etc/munin/plugins/,

M https://munin-monitoring.org/ BIFKEE R Munin BIEE,

11.3.2 Icinga

Icinga system and service monitoring is available from https://www/icingaweb2/. The set of machines and services
being monitored is automatically generated using information collected by the sitesummary system. The machines with the
profile Main-server and LTSP-server receive full monitoring, while workstations and thin clients receive simple monitoring.
To enable full monitoring on a workstation, install the nagios-nrpe-server package on the workstation.

HEEINBAT Icinga A& IEB FEBFIXR]BATE /etc/icinga/sitesummary-template-contacts.cfg I host-notify-by-
0 notify-by-email ik notify-by-nothing RLT,

Icinga BB B X4 {FFRRIR /etc/icinga/sitesummary.cfg, sitesummary cron job R B EVFARS KIZTIRE

/var/lib/sitesummary/icinga-generated.cfg,

YN Icinga B R BATE /var/lib/sitesummary/icinga-generated.cfg.post XHFPIREFHBE SEEMAIXG
g,

BX Icinga BFIEERIBAM https://www.icinga.com/ BETE icinga-doc IEFBEPIHKE,

11.3.2.1 —H&HY Icinga @0 KRR AMA LI EA(]
T RUNFEIIERE WY Icinga ZE8914BH,

11.3.2.1.1 DISK CRITICAL - free space: /usr 309 MB (5% inode=47%):

ZR X (REIPE Jusr/) K. X—RRETENEREIE: (1) BER—EXXEHE (2) @z XHX/D, MR
PXR /var/, BBLETIAR apt clean KiEIE APT EFrR]UBR—EXH, WNRE LVM SHPEE S (6] LA
13, IBAIBIT debian-edu-fsautoresize ZFFJLABSENY BiZH X, BEESXEMNGITENMER, IR ERMNE
MLARDNE fsautoresize-hosts MZ&4HE,

11.3.2.1.2 APT CRITICAL: 13 packages available for upgrade (13 critical updates).

New package are available for upgrades. The critical ones are normally security fixes. To upgrade, run apt upgrade &&
apt full-upgrade as root in a terminal or log in via SSH to do the same.

MRAEFTAEREGEF BISE Debian WFHFRAFMTHMAIATIIE, FIUEE unattended-upgrades EEMNRE
B A RAMEHRGEE. XHFARSFLK LTSP chroot,
11.3.2.1.3 WARNING - Reboot required : running kernel = 2.6.32-37.81.0, installed kernel = 2.6.32-38.83.0

BITHHAZILRFRERNAZIE, EEERRHNIRFTETENAZ, XBERHIE, FAFRAZEEERE
Debian Edu {8IEMIZ 2 &,
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11.3.2.1.4 WARNING: CUPS queue size - 61

CUPS FRITENHIBAGI B RERIEES, XRPTEERE NITEMNAFIA, cups-queue-autoreenable-hosts MLELHRY
SMENE/NNEAEZRAITENZIBA, FrAN FXEFNENAEEZEFNEIE. cups-queue-autoflush-hosts ML
ARSI ENBRREETITENGIA. MNR—EEHNEHIIAPEXRERES, BERRIMNZENZXFHENMEZLHEKEFR
Z=

11.3.3 Sitesummary

Sitesummary A FABETTENIREEEHBREREREPRKESZ R X—ILEMEERIM /var/lib/sitesummary/entries/
F¥k15, /usr/lib/sitesummary/ FREIMIA BT BATSE) AR AIIRES.

BJBAM https://www/sitesummary/ 3RG—INH B Sitesummary B BEAHATHIERRSE
M https://wiki.debian.org/DebianEdu/HowTo/SiteSummary JUFRE—LXxTF Sitesummary FOpEE]

11.4 FTZFEF X Debian Edu TFIFEE

EZHX Debian Edu EFIMEEFIUENMEEEZE TS REIZAMHE T HKE
12 #HK

&rlﬂl*L FHLiERERl, BERELFARMINES~RSFETEHRIEIRE CHIXPE, Debian Edu/Skolelinux T2
ZHER, HERERITFIERE.

Please read this chapter and the New features in Bookworm chapter of this manual completely before attempting to upgrade.

12.1 FARBY—HRiEA

Upgrading Debian from one distribution to the next is generally rather easy. For Debian Edu this is unfortunately a bit more
complicated as we modify configuration files in ways we shouldn’t. However we have documented the needed steps below.
(See Debian bug 311188 for more information how Debian Edu should modify configuration files.)

In general, upgrading the servers is more difficult than the workstations and the main server is the most difficult to upgrade.

MRHEEFRIUEARZE—IN oI —FTE, MZENEFVRRAREELFERNMRARZ LMWAAL, EIRE]
BB RS A R ERSAE TIFMERE.

HEHREFIE Debian LR FMPBEXRELHRIRERTIRIESR.

RIFEITIHORERBEKMEFT— RN et 2B, BHEEMATTUMNEH LR, FHiGth112HER o) I,
Debian Edu BB EMREE TRV ERA T ZEER B LT F5—ERRTE), B Debian 21Xt |HIZE MRAYSZ 50T,
Debian Edu AL REFEH,

12.2 M Debian Edu Bullseye 74

& Be prepared: make sure you have tested the upgrade from Bullseye in a test environment or have backups ready to be
able to go back.

Please note that the following recipe applies to a default Debian Edu main server installation (desktop=xfce, profiles Main
Server, Workstation, LTSP Server). (For a general overview concerning Bullseye to Bookworm upgrade, see: https:
//www.debian.org/releases/bookworm/releasenotes)

REER X, EREMERIA, B root Ex,
WNR apt BERIEMEAR, SIXMEIEM/SKIBIT apt -f install AFHE—IX apt -y full-upgrade,
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12.2.1 HKFRSBEE
» BAERRYERIRAKRRIN:

apt update
apt full-upgrade

= Prepare and start the upgrade to Bookworm:

sed -i 's/bullseye/bookworm/g' /etc/apt/sources.list
export LC_ALL=C

apt update

apt upgrade --without-new-pkgs

apt full-upgrade

= apt-list-changes: EZFRHIEXERNER; ¥ <return> @A TRE, <q> BFX—T1H, FTEBEESMHABEL root
eI AR A% ({EA mailx (& mutt ),

= Read all debconf information carefully, choose 'keep the local version currently installed’ unless stated differently below;
in most cases hitting return will be fine.

— restart services: Choose yes.
- Samba IRZEBALAEF: EF “REFYALTRIABRE" .
— openssh-server: EF “RIFHFILRMAMIRE",

» NAMBPEEE:

cf-agent -v -D installation

» MEARRARTIESLIF:
EE; WEMAPERANR

IR GOsa B A SREIEETLF,
WRBERBIERE LTSP FFimF1LIE,

NS T LAARIN/ HIBR R R HIN £8 4L I 5548,
= WNRETBA&RIEFIIZ UL A EREE TR,

= WNRETCAEIRFTEDMN,

= MNREMNISSENSIEETEF,

12.2.2 FHKTEuh

Do all the basic things like on the main server and without doing the things not needed.

12.3 Upgrades from older Debian Edu / Skolelinux installations (before Bullseye)

To upgrade from any older release, you will need to upgrade to the Bullseye based Debian Edu release first, before you can
follow the instructions provided above. Instructions are given in the Manual for Debian Edu Bullseye about how to upgrade
to Bullseye from the previous release, Buster.
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13 HowTo

» —AREIE HowTo

» SHEIE HowTo

» M HowTo

» W4E8E Fim HowTo
= Samba HowTo

» HZ HowTo

» FF HowTo

14 —REEIE HowTo

LI BT WA Debian Edu WFIFFIA AR INAIME AL TIE, X —EMNRAPEES “#H—5" WIRRH

XI5,

14.1 Configuration history: tracking /etc/ using the Git version control system

{£R etckeeper, /etc/FRRIFTRXIHER GitlF AhRAIZSH R FRIRER,
XA AEBE XA RN, Bk, ARXGMREB XS & EMLE

/etc/.git/ R,

BN, EFIENESEMIER, NMAFRIMEZIEEREICK,

o XA git FEER

WEERE

To look at the history, the command etckeeper vcs log is used. To check the differences between two points in time, a
command like etckeeper vcs diff can be used.

FEZHEESE man etckeeper B,
EHMLYIR:

etckeeper vcs log
etckeeper vcs status
etckeeper vcs diff
etckeeper vcs add .
etckeeper vcs commit -a
man etckeeper

14.1.1 BiERG

ENRRNERE L, SRNRALREBEIFIMIIAEEN:

etckeeper vcs log

EE BRI X R B RIRERM WL A2

etckeeper vcs status

EARBEFE— /I, MBFTRRG:

=&

etckeeper vcs commit -a /etc/resolv.conf
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14.2 FBSXKRN
£ Debian Edu B, BRT /boot/ DR ZIMIFRBEHNXRAEZLE LVM L, M Linux A% 2.6.10 BASR, FTCAEE(H
FRET BOX, SRS XIMATEEZS XREIFRRE,

HRABEFAWSEX (M, 20GiB), EAEHE LIBIT fsck HEHFZNEMNREENNEEZNE, &IF, WR
g, BIBRLE—MERAXRBRIMEFTHIEX,

R TENIEMIAK debian-edu-fsautoresize (FEES T B HHINH X HMNAR, EM /usr/share/debian-edu-config/
/site/etc/fsautoresizetab Fll /etc/fsautoresizetab FREFE., SHKEXLENHRHIRHEAE, EHIAN
HMEHZTENZIY B2 X, HTNASHETEN, BNERZSSEEY BEXNMNNEGR S, EESH -n KEFFRHM
ITXEGSY BEXNNERA,

XN E/NETESF fsautoresize-hosts MLEERMENE iR BENNIT,

When the partition used by the Squid proxy is resized, the value for cache size in etc/squid/squid.conf needs to be
updated as well. The helper script /usr/share/debian-edu-config/tools/squid-update-cachedir is provided to do
this automatically, checking the current partition size of /var/spool/squid/ and configuring Squid to use 80% of this as
its cache size.

14.2.1 BiEEEE

ZEEEE (VM) EBES X WEHHEERNERD KRN, BB LVM HowTo RZEEESHEX LVM BIEE,
BBEHIIES 1vextend MLHBEEBMS ARFNT B—MEEE, FlE, EATRGESRIT R homeo F 30GiB:

lvextend -L30G /dev/vg_system/skole+tjener+home0
resize2fs /dev/vg_system/skole+tjener+home0

To extend home0 by additional 30GiB, you insert a '+' (-L+30G).

14.3 {£F Idapvi

Idapvi B—MEGLITHUE M X A miE2EMiE LDAP FUREMNTE,
TERENT:
ldapvi -ZD '(cn=admin)'

EE: ldapvi REREREKIAGRIESS. 7E shell FIT export EDITOR=vim {EZFJLABCE RS vi 1 HRIEESHIIFIE,
A 8 1aaps B—AEEHMTE, SOTIREL LDAP 5IRE, EHNEEEAT JXolorer,

14.4 Kerberized NFS

Using Kerberos for NFS to mount home directories is a security feature. Workstations and LTSP clients won't work without
Kerberos. The levels krb5, krb5i and krb5p are supported (krb5 means Kerberos authentication, i stands for integrity check
and p for privacy, i.e. encryption); the load on both server and workstation increases with the security level, krb5i is a good
choice and has been chosen as default.

14.4.1 WA EECREXIADY
FHRSEE

« {EF root BR
» 1B{T ldapvi -ZD '(cn=admin)', B sec=krb5i FIGHE I sec=krb5 TY sec=krb5p,



http://www.tldp.org/HOWTO/LVM-HOWTO/
http://www.lichteblau.com/ldapvi/manual/
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= edit /etc/exports.d/edu.exports and adjust these entries accordingly:

/srv/nfsd gss/krbb5i(rw,sync,fsid=0,crossmnt ,no_subtree_check)
/srv/nfs4/home0 gss/krbbi(rw,sync,no_subtree_check)

= run exportfs -r.

14.5 Standardskriver

X—TEARFMAE, VS, EEMRZEERKIATEWN. X TFEZE2,5H /usr/share/doc/standardskriver/README . md

HEEE XY /etc/standardskriver.cfg FHHEIERIEH, 8% /usr/share/doc/standardskriver/examples/standardskri
1R — B,

14.6 JXplorer, —* LDAP BB R @A

MREHEERERHAF RERLIE LDAP BHEE, EF jxplorer KHE, KIABATELRR, BRBEILOIEERK
XA

host: ldap.intern

port: 636e

Security level: ssl + user + password
User dn: cn=admin,ou=ldap-access,dc=skole,dc=skolelinux,dc=no

14.7 Idap-createuser-krb5, a command-line tool for adding users

ldap-createuser-krb is a small command line tool to create user accounts, it is invoked as follows:

ldap-createuser-krb5 [-u uid] [-g gid] [-G groupl[,group]...] [-d department] <username> <
gecos>

All arguments except the username and GECOS field are optional, the latter usually should contain the full name of the
user. Unless specified the tool will pick the next free UID and GID automatically and not assign any additional groups to
the user. If no department is given, it will pick the first gosaDepartment from LDAP which is likely skole and for regular
users usually not what you want, so you should pick an appropriate value for the user, e.g. Teachers or Students. After
entering and confirming the password and entering the LDAP administrator password, 1dap-createuser-krbb will create
the user account in LDAP, set the Kerberos password, create the home directory, and add a corresponding Samba user. The
following screenshot shows an example invocation to create a user account named harhir for a teacher hose full name is
"Harry Hirsch™:

root@tjener:~# ldap-createuser-krb5 -d Teachers harhir "Harry Hirsch"
new user password:
confirm password:

dn: uid=harhir,ou=people,ou=Teachers,dc=skole,dc=skolelinux,dc=no
changetype: add

objectClass: top

objectClass: person

objectClass: organizationalPerson
objectClass: inetOrgPerson
objectClass: gosaAccount
objectClass: posixAccount
objectClass: shadowAccount
objectClass: krbPrincipalAux
objectClass: krbTicketPolicyAux
sn: Harry Hirsch
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givenName: Harry Hirsch

uid: harhir

cn: Harry Hirsch

userPassword: {CRYPT}$y$j9T$TWnq5501rvyLhjF.$oVE.t.RXC1v/4Y8FhVOumno629mo7bP7/YJyig6HET6
homeDirectory: /skole/tjener/homeO/harhir

loginShell: /bin/bash

uidNumber: 1004

gidNumber: 1004

gecos: Harry Hirsch

shadowLastChange: 19641

shadowMin: O

shadowMax: 99999

shadowWarning: 7

krbPwdPolicyReference: cn=users,cn=INTERN,cn=kerberos,dc=skole,dc=skolelinux,dc=no
krbPrincipalName: harhir@INTERN

ldap_initialize( <DEFAULT> )
Enter LDAP Password:
add objectClass:
top
person
organizationalPerson
inetOrgPerson
gosaAccount
posixAccount
shadowAccount
krbPrincipalAux
krbTicketPolicyAux
add sn:
Harry Hirsch
add givenName:
Harry Hirsch
add uid:
harhir
add cn:
Harry Hirsch
add userPassword:
{CRYPT}$y$j9T$TWnq5501rvyLhjF.$oVEf.t.RXC1v/4Y8FhVOumno629mo7bP7/YJyig6HET6
add homeDirectory:
/skole/tjener/home0/harhir
add loginShell:
/bin/bash
add uidNumber:
1004
add gidNumber:
1004
add gecos:
Harry Hirsch
add shadowLastChange:
19641
add shadowMin:
0
add shadowMax:
99999
add shadowWarning:
7
add krbPwdPolicyReference:
cn=users ,cn=INTERN, cn=kerberos,dc=skole,dc=skolelinux,dc=no
add krbPrincipalName:
harhir@INTERN
adding new entry "uid=harhir,ou=people,ou=Teachers,dc=skole,dc=skolelinux,dc=no"
modify complete
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Authenticating as principal root/admin@INTERN with password.

kadmin.local: change_password harhir@INTERN

Enter password for principal "harhir@INTERN":

Re-enter password for principal "harhir@INTERN":

Password for "harhir@INTERN" changed.

kadmin.local: 1pcfg_do_global_parameter: WARNING: The "encrypt passwords" option is <«
deprecated

Added user harhir.

14.8 {FF stable-updates

BIARTULEE{ER stable-updates, BEARFEE: SIRERSZHITTMAT stable-updates EHAHEXEIIRTEMEY, XKL
RETEBHNH.

14.9 £ backports ZEIFHIREE
11T Debian Edu &R T ERIZE, Debian Edu IBITHLTABRE; XER—MEH: BRHERMEEMNWREE—<IL
TR, XEAAT backports.debian.org,

Backports M Debian Mikhk ( K&BS3 ) #1 Debian AREM (REJLANEFF, FlNL2EH ) EMRIFRGEE,
ABAEANITEYN Debian Edu RIFRTE Debian &R EIFRAFIRIEXHFE1T (FNEFILAEY ), BMNERIGEHEEBES
ZEZM 7l backports, MAZFERAEXER]HRIFTE backports,

{5 H backports 2 & EAY:

echo "deb http://deb.debian.org/debian/ bookworm-backports main" > /etc/apt/sources.list.d/ ¢
bookworm-backports.sources.list
apt update

HEUB S LRI — backported BRIFE, THEBIMLIFLER backported MAHY tuxtype:

apt install tuxtype/bookworm-backports

G EMIREE — M BEEH backports (WRBTAH), BEMMIVIREFEE, backports B=1E857: main, contrib F

non-free,

14.10 F CD BRSE{URIBREG T

If you want to upgrade from one version to another (for example from Bookworm 12.1 to 12.2) but you do not have Internet
connectivity, only physical media, follow these steps:

AN CD / DVD / BEEHEE / USB [NTFIFTNESFHF{ER apt-cdrom &%

apt-cdrom add
5|F apt-cdrom (8) FHm:

= apt-cdrom FFRIIFTEY CD-ROM ZE| APT vJHHiIR%IZR, apt-cdrom FIEME R FH LM T BRIE — el RETZER
ZIRHERH RN RS,

« W apt-cdrom GXREBIRME APT R, MABELAFIRRN. HE—ESXABFNE—FROADNEBAFKE
BA$E H AT BERTERIZU R TR 1R,

REGITEIRNGERARRS:

apt update
apt full-upgrade
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14.11 BEERIRHEIR

killer R—MNERBEEUD perl HIAX, FEEFLUEEXNETFHIRERINEZRAFANHEE, IRENMNRIEBT
—RHY cron {EML,

1412 ZEFEMBENRE

unattended-upgrades ® — M EREMEEREZE (FEM ) A Debian 28, MERR, ZRHEEMRERTR
TE2AR, HHERE /var/log/unattended-upgrades/ BiXk1F; MEB, —EHR /var/log/dpkg.log # /var/log/apt/,

14.13 ®EBohxN

It is possible to save energy and money by automatically turning client machines off at night and back on in the morning.
The package shutdown-at-night will try to turn off the machine every hour on the hour from 16:00 in the afternoon,
but will not turn it off if it seems to have users. It will try to tell the BIOS to turn on the machine around 07:00 in the
morning, and the main server will try to turn on machines from 06:30 by sending Wake-on-LAN packets. These times can
be changed in the crontabs of individual machines.

SEREX M NS ICEN—EER:

= The clients should not be shut down when someone is using them. This is ensured by checking the output from who,
and as a special case, checking for the SSH connection command to work with X2Go thin clients.

= ATBBERLER, KRIFRBEMENEFIAZRNE,

= There are two different methods available to wake up clients. One uses a BIOS feature and requires a working and correct
hardware clock, as well as a motherboard and BIOS version supported by nvram-wakeup; the other requires clients to
have support for Wake-on-LAN, and the server to know about all the clients that need to be woken up.

14.13.1 YR E®RIE) <M1

On clients that should turn off at night, touch /etc/shutdown-at-night/shutdown-at-night, or add the hostname (that
is, the output from 'uname -n' on the client) to the netgroup "shutdown-at-night-hosts”. Adding hosts to the netgroup in
LDAP can be done using the GOsa? web tool. The clients might need to have Wake-on-LAN configured in the BIOS. It
is also important that the switches and routers used between the Wake-on-LAN server and the clients will pass the WOL
packets to the clients even if the clients are turned off. Some switches fail to pass on packets to clients that are missing in
the ARP table on the switch, and this blocks the WOL packets.

To enable Wake-on-LAN on the server, add the clients to /etc/shutdown-at-night/clients, with one line per client, IP
address first, followed by MAC address (ethernet address), separated by a space; or create a script /etc/shutdown-at-night/clie:
to generate the list of clients on the fly.

XA /etc/shutdown-at-night/clients-generator &5 sitesummary —[E{ERIIRG]:

#!/bin/sh
PATH=/usr/sbin: $PATH
export PATH
sitesummary-nodes -w

YR netgroup REIEZE F i shutdown-at-night B 5 —MIEREX—HAERXRE ng-utils HHEERI netgroup T
=K

=

#!/bin/sh

PATH=/usr/sbin: $PATH

export PATH

netgroup -h shutdown-at-night-hosts
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14.14 Access Debian Edu servers located behind a firewall

ZNEEBM AR MEERRIVIEE, BERX autossh 3GFE, ERICAAREIL— SSH FREER—&1R=] BAiji0)
FIMEERM _ERIMLZE, MixA2E, RIRAEE SSH RRELRIBIAIEE B HIARSS 28,

14.15 Installing additional service machines for spreading the load from the main server

In the default installation, all services are running on the main server, hostname tjener. To simplify moving some to another
machine, there is a minimal installation profile available. Installing with this profile will lead to a machine, which is part of
the Debian Edu network, but which doesn’t have any services running (yet).

RE—GTRTRERSHNEMZZNSR:

= choose the Minimal profile during installation
» RRATRSREE

- BEERS

= disable the service on the main server

= update DNS (via LDAP/GOsa2) on the main server

14.16 ;&EH wiki.debian.org i HowTo 314

FIXME: The HowTos from https://wiki.debian.org/DebianEdu/HowTo/ are either user- or developer-specific. Let's
move the user-specific HowTos over here (and delete them over there)! (But first ask the authors (see the history of those
pages to find them) if they are fine with moving the howto and putting it under the GPL.)

= https://wiki.debian.org/DebianEdu/HowTo/AutoNetRespawn

= https://wiki.debian.org/DebianEdu/HowTo/BackupPC

= https://wiki.debian.org/DebianEdu/HowTo/ChangeIpSubnet

= https://wiki.debian.org/DebianEdu/HowTo/SiteSummary

= https://wiki.debian.org/DebianEdu/HowTo/Squid_LDAP_Authentication

15.1 {¥£H GOsa2 EFIAF
15.1.1 ESEHEFCIERF

In this example we want to create users in year groups, with common home directories for each group (home0/2024,
home0/2026, etc). We want to create the users by csv import.

(EREXRSEEELR root AAF

» SIRMENEREBER



https://wiki.debian.org/DebianEdu/HowTo/
https://wiki.debian.org/DebianEdu/HowTo/AutoNetRespawn
https://wiki.debian.org/DebianEdu/HowTo/BackupPC
https://wiki.debian.org/DebianEdu/HowTo/ChangeIpSubnet
https://wiki.debian.org/DebianEdu/HowTo/SiteSummary
https://wiki.debian.org/DebianEdu/HowTo/Squid_LDAP_Authentication
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mkdir /skole/tjener/home0/2024
(€A Gosa FMIE—THF)

- E8]

Main menu: goto 'Directory structure’, click the 'Students’ department. The 'Base’ field should show '/Students’. From the
drop box 'Actions’ choose 'Create’ /'Department’. Fill in values for Name (2024) and Description fields (students graduating
in 2024), leave the Base field as is (should be '/Students'). Save it clicking 'Ok’ Now the new department (2024) should
show up below /Students. Click it.

« 4

Choose 'Groups’ from the main menu; 'Actions’/Create/Group. Enter group name (leave 'Base’ as is, should be /Stu-
dents/2024) and 'Ok’ to save it.

= 1Rk

Choose 'users’ from the main menu. Change to 'Students’ in the Base field. An Entry NewStudent should show up, click
it. This is the 'students’ template, not a real user. As you'll have to create such a template (to be able to use csv import
for your structure) based on this one, notice all entries showing up in the Generic and POSIX tabs, maybe take screenshots
to have information ready for the new template.

Now change to /Students/2024 in the Base field; choose Create/Template and start to fill in your desired values, first the
Generic tab (add your new 2024 group under Group Membership, too), then add the POSIX account.

u —r)\FHFh

EHEIT csv EARNER B CHIRIR; BIA—LAPEITMIE,

15.2 HfttBIAFIRE
15.2.1 #EFBERAFMERRHPEIENMSX

EREAX AR UNESNAFNERREBIEXMG R REVIDNRMAEE.

A THEERTE group=teachers Fl permissions=2770 BYSEH| A —ANF o] LA [a 45 F M S X PR m e E i1/
“assignments” MHRRFIZXERER—NMEERES

#!/bin/bash
home_path="/skole/tjener/homel"
shared_folder="assignments"
permissions="2770"
created_dir=0
for home in $(1s $home_path); do
if [ ! -d "$home_path/$home/$shared_folder" ]; then
mkdir $home_path/$home/$shared_folder
chmod $permissions $home_path/$home/$shared_folder
user=$home
group=teachers
chown $user:$group $home_path/$home/$shared_folder
((created_dir+=1))
else
echo -e "the folder $home_path/$home/$shared_folder already exists.\n"
fi
done
echo "$created_dir folders have been created"
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15.3 ERA— LT ANEMEIRS S
XESRANAFEERNSENEMBIEREEVEFMHERS S,

= £ GOsa? RIMNFILEMIRL server, WHEAFMIIFFIRETFIHLRRT,

- EANRAIGER ‘nas-server.intern’ {ERBRZEEM, BEE ‘nas-serverintern’ ZfE, HMEHTFiEMRSEE LAY NFS
SHRERESRSHEEXFMEYEE:

root@tjener:~# showmount -e nas-server
Export list for nas-server:

/storage 10.0.0.0/8
root@tjener:~#

EXBEFFM ER—tI#IRFIT /storage SHAVIBEINPE, (XBTBAK tjener: /etc/exports {4 AR BT 8 R Il P 45
YHRE AN IP HuEPRE NFS 15 [E14XBR, )

» ZAHI0TXTF LDAP Hl'nas-server.intern’ IEMIERER, RIFFMERAFIRESEBNEEF export,

— ABEfER GOsa? 3K5ERE, AABEMEHMEIEGE T, MK ZH2, £ Idapvi FERRERRRINEEN
LDAP 3%,

ldapvi --ldap-conf -ZD '(cn=admin)' -b ou=automount,dc=skole,dc=skolelinux,dc=no

SfmigRHIIA, /S EAY LDAP WEIRMBIXEHMKER. ( £—4 LDAP WRHH"/&" &5 BLEF nas-
server.intern’ SHIE—PHINBECF, FE TXIIH LDAP &M T*!z, SEE., )

add cn=nas-server ,ou=auto.skole,ou=automount ,dc=skole,dc=skolelinux,dc=no

objectClass: automount

cn: nas-server

automountInformation: -fstype=autofs --timeout=60 ldap:ou=auto.nas-server,ou= <
automount ,dc=skole,dc=skolelinux,dc=no

add ou=auto.nas-server ,ou=automount ,dc=skole,dc=skolelinux,dc=no
objectClass: top

objectClass: automountMap

ou: auto.nas-server

add cn=/,ou=auto.nas-server ,ou=automount ,dc=skole,dc=skolelinux,dc=no
objectClass: automount
cn: /

automountInformation: -fstype=nfs,tcp,rsize=32768,wsize=32768,rw,intr,hard,nodev, <«
nosuid ,noatime nas-server.intern:/&

= 7E tjener.intern:/etc/fstab FRINMERFZE, EA tjener.intern NEEF automount Kk G iEH TEIA
- {£F nkdir BIBEHSBR, UEENARNRE /etc/fstab’ FHIBEIT mount -a RIFEFHIHIE,

B ERER I, LTSP EEFImHM LTSP BR5538 ERERNA, AN 1Z8E98 81 R15E)/tjener /nas-
server/storage/’ X3, HKifila) nas-server.intern’ EBI {4,

15.4 Restrict SSH login access

There are several ways to restrict SSH login, some are listed here.
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15.4.1 & LTSP EFIHMIEE

WMRAER LTSP BF U, BBABRENBRAR2CIEFIVAFAE (tBHRIR sshusers ) FFETENLEEAY /etc/ssh/sshd_config
XHFRRNTT. SAFERE sshusers AR R B IFMIERIMTS ssh ZIHES L,

BA GOsa EIRXMIFT RSB E

» EEEAER (S5AFPHEEXIMNETCRAEIE, & gosa-admins 7, XEBEBRHNR ) EBIHAFYE sshusers,
= RIFAFEIFTE sshusers,

» 7800 AllowGroups sshusers 2l /etc/ssh/sshd_config,

» 1T service ssh restart,

15.4.2 F LTSP BEFIHHIEE
The default LTSP diskless client setup doesn't use SSH connections. Update the SquashFS image on the related LTSP
server after the SSH setup has been changed is enough.

X2Go thin clients are using SSH connections to the related LTSP server. So a different approach using PAM is needed.

» 7£ LTSP BR5523HY /etc/pam.d/sshd XA FE pam_access.so,

» BigE /etc/security/access.conf HRINIXJLITIRIF (/RSB ) A alice, jane, bob # john NEXUKRFIBREFMAAM
JESEH

+ : alice jane bob john : ALL

+ : ALL : 10.0.0.0/8 192.168.0.0/24 192.168.1.0/24
- : ALL : ALL

#

If only dedicated LTSP servers are used, the 10.0.0.0/8 network could be dropped to disable internal SSH login access.
Note: someone connecting his box to the dedicated LTSP client network(s) will gain SSH access to the LTSP server(s) as
well.

15.43 EZEFREMULA

If X2Go clients were attached to the backbone network 10.0.0.0/8, things would be even more complicated and maybe only
a sophisticated DHCP setup (in LDAP) checking the vendor-class-identifier together with appropriate PAM configuration
would allow to disable internal SSH login.

16 =M HowTo

16.1 REZIBSRHIMR
To support multiple languages these steps need to be done:

= 1B1T dpkg-reconfigure locales ({EX root) FIEFIES (UTF-8 TIK),
» BB root BITIXLHESRERERIRGE:

apt update
/usr/share/debian-edu-config/tools/install-task-pkgs
/usr/share/debian-edu-config/tools/improve-desktop-110n

Users will then be able to choose the language via the LightDM display manager before logging in; this applies to Xfce,
LXDE and LXQt. GNOME and KDE both come with their own internal region and language configuration tools, use these.
MATE uses the Arctica greeter on top of LightDM whithout a language chooser. Run apt purge arctica-greeter to
get the stock LightDM greeter.
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16.2 &AM DVD
libdvdess RIBBMAE D E U DVD FREE, BAAEENREERNEEE S Debian (Edu) B, MNRERAITFMRERTE,
BJBA{#EA 1ibdvd-pkg Debian 4B EIBRECHIAHIREE; #E contrib £ /etc/apt/sources.list FBH,

apt update
apt install libdvd-pkg

B2 debconf B3R [8], JA/FIEIT dpkg-reconfigure libdvd-pkg,

16.3 FEFK

MEE fonts-linex (HINTR) BE—NMNFHILEFEFIK “Abecedario” FiK, XNFEHRELEMFERN—LF
o R,

17 WLEEFixF HowTo

17.1 EEFFNFMEETIFENA

LTSP EFineEE P E TIFEmE N — MR,

1 ]
- Starting with Bullseye, LTSP is quite different from the previous versions. This concerns both setup and maintenance.

= As one main difference, the SquashFS image for diskless workstations is now generated from the LTSP server file system
by default. This happens on a combined server at first boot, taking some time.

= Thin clients are no longer part of LTSP. Debian Edu uses X2Go to still support thin client usage.

= In case of a separate or an additional LTSP server, required information for setting up the LTSP client environment isn't
complete at installation time. Setup can be done once the system has been added with GOsaZ.

For information about LTSP in general, see the LTSP homepage. On systems with LTSP server profile, man 1tsp provides
more information.

Please note that the /tsp tool from LTSP has to be used carefully. For example, 1tsp image / would fail to generate the
SquashFS image in case of Debian machines (these have a separate /boot partition by default), 1tsp ipxe would fail to
generate the iPXE menu correctly (due to Debian Edu's thin client support), and 1tsp initrd would mess up LTSP client
boot completely.

The debian-edu-Itsp-install tool is a wrapper script for 1tsp image, 1tsp initrd and ltsp ipxe. It is used to setup and
configure diskless workstation and thin client support (both 64-Bit and 32-Bit PC). See man debian-edu-ltsp-install
or the script content to see how it works. All configuration is contained in the script itself (HERE documents) to facilitate
site specific adjustments.

Examples how to use the wrapper script debian-edu-Itsp-install:
» debian-edu-ltsp-install --diskless_workstation yes updates the diskless workstation SquashFS image (server
filesystem).

= debian-edu-ltsp-install --diskless_workstation yes --thin_type bare creates diskless workstation and 64-
bit thin client support.

» debian-edu-ltsp-install --arch i386 --thin_type bare creates additional 32-bit thin client support (chroot
and SquashFS image).



https://ltsp.org
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Besides bare (smallest thin client system), also display and desktop are available options. The display type offers a shutdown
button, the desktop type runs Firefox ESR in kiosk mode on the client itself (more local RAM and CPU power required,
but server load reduced).

The debian-edu-ltsp-ipxe tool is a wrapper script for 1tsp ipxe. It makes sure that the /srv/tftp/ltsp/Itsp.ipxe file is
Debian Edu specific. The command needs to be run after iPXE menu related items (like menu timeout or default boot
settings) in the /etc/Itsp/Itsp.conf [server] section have been modified.

The debian-edu-Itsp-initrd tool is a wrapper script for 1tsp initrd. It makes sure that a use case specific initrd
(/srv/tftp/ltsp/ltsp.img) is generated and then moved to the use case related directory. The command needs to be run
after the /etc/Itsp/ltsp.conf [clients| section has been modified.

The debian-edu-Itsp-chroot tool is a replacement for the /tsp-chroot tool shipped with LTSP5. It is used to execute
commands in a specified LTSP chroot (like e.g. install, upgrade and remove packages).

TR T Fuk

A diskless workstation runs all software locally. The client machines boot directly from the LTSP server without a local hard
drive. Software is administered and maintained on the LTSP server, but runs on the diskless workstations. Home directories
and system settings are stored on the server too. Diskless workstations are an excellent way of reusing older (but powerful)
hardware with the same low maintenance costs as with thin clients.

AMEIIFH%, TEIFIELFER GOsa? RMEAIFREZIT,
EE P

A thin client setup enables an ordinary PC to function as an (X-)terminal, where all software runs on the LTSP server. This
means that this machine boots via PXE without using a local client hard drive and that the LTSP server needs to be a
powerful machine.

Debian Edu {3#ASZF5iLIEE EIRMBEHSAERIEZ PN A,

¥ Since Thin clients use X2Go, users should disable compositing to avoid display artefacts. In the default case (Xfce
desktop environment): Settings -> Window Manager Tweaks -> Compositor.

LTSP ZFimEH

MREFHEMNFEZEOKBIESHE S, W LTSP EFRSISSRKY, PXE TRA] AT ME BRIV R TEER
M5 4N Debian BRIZFRIRARILE XXX bin X4, BLIEEBEHFBIRIE LTSP AR5 2ZHY initrd H,

Proceed like this on the LTSP server:
= First get information about firmware packages, run:

apt update && apt search “firmware-

= Decide which package has to be installed for the network interface(s), most probably this will be firmware-linux, run:

apt -y -q install firmware-linux

» EAHLE TFILRY SquashFS BRE, 51T

debian-edu-ltsp-install --diskless_workstation yes

= |n case X2Go thin clients are used, run:
/usr/share/debian-edu-config/tools/ltsp-addfirmware -h
= and proceed according to the usage information.

Then update the SquashFS image; e.g. for the /srv/ltsp/x2go-bare-amd64 chroot, run:

ltsp image x2go-bare-amd64
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17.1.1 LTSP EFHERIER

B— LTSP REBEMAMEED: —MEBEEBAEE 10.0.0.0/8 FM (RS EMSBHAN ), MB—MHIRMAKH
FM (85— LTSP BRS3ESHIERIRTF N ),

In both cases diskless workstation or thin client can be chosen from the iPXE menu. After waiting for 5 seconds, the
machine will boot as diskless workstation.

The default iPXE boot menu item and it's default timeout can both be configured in /etc/ltsp/ltsp.conf. A timeout
value of -1 is used to hide the menu. Run debian-edu-ltsp-ipxe for the changes to take effect.

17.1.2 {ERATRER LTSP ZEFHMLE

192.168.0.0/24 R{EF LTSP iREFFLHEVIZZHEIA LTSP BEFIHEMLE, MRFEARS LTSP EFIHIISINRARH
LTSP AR5528E % 1386 #1 amd64 P& chroot IMBIRHEARSZ IEFIUERE MR ER 192.168.1.0/24 ML, 4w
3§ /etc/network/interfaces FHIEMNIAZEE ethl MIRE., {FF ldapvi HEEFIE it LDAP 4iE23KIeE DNS #
DHCP B E.

17.1.3 R LTSP chroot KZ#F 32 (IVERE ik

B chroot #0 SquashFS &, iB1T:

debian-edu-ltsp-install --arch 1386 --thin_type bare

See man debian-edu-ltsp-install for details about thin client types.

17.1.4 LTSP B E

1217 man ltsp.conf REFTANEEIEIN, ELIIE: https://1tsp.org/man/ltsp.conf/
Add configuration items to the /etc/ltsp/Itsp.conf [clients] section. For the changes to take effect, run:

debian-edu-ltsp-initrd

17.1.5 LTSP EFIHENFE

LTSP & Fin{EAMELIEM, FEMMRS RJERIZFiK L,
LTSP T2 TFIbERHIRIEIN,

17.1.6 Access to USB drives and CD-ROMs/DVDs
When users insert a USB drive or DVD / CD-ROM into a Diskless Workstation, a corresponding icon appears on the
desktop, allowing access to the content as on a workstation.

When users insert a USB drive into an X2Go thin client of type bare (default combined server installation), the media is
mounted as soon as the existing folder icon on the Xfce desktop is double-clicked. Depending on the media content it might
take some time until the content shows up in the file manager.

17.1.6.1 AX LTSP ARS8 L] BaliRIARVIRER

When inserted into an LTSP server, USB drives and other removable media cause the related folder icon to appear on LTSP
thin client desktops. Remote users can access the files.



https://ltsp.org/man/ltsp.conf/
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17.1.7 {EFEEEE LTSP Z41 ERIFTENN
o SEFITENNLE LTSP EFimEE (USB FIHOMEEZIF ).

= Configure the LTSP client with GOsa? to use a fixed IP address.

= Configure the printer using the web interface https://www.intern:631 on the main server; choose network printer type
AppSocket/HP JetDirect (for all printers regardless of brand or model) and set socket://<LTSP client ip>:9100
as connection URI.

17.2 Modifying the PXE setup

PXE stands for Preboot eXecution Environment. Debian Edu now uses the iPXE implementation for easier LTSP integration.

17.2.1 B2E PXE ¥&§

The iPXE menu item concerning system installations is generated using the script debian-edu-pxeinstall. It allows
some settings to be overridden using the file /etc/debian-edu/pxeinstall.conf with replacement values.

17.2.2 BEE PXE &%

The PXE installation will inherit the language, keyboard layout and mirror settings from the settings used when installing

the main server, and the other questions will be asked during installation (profile, popcon participation, partitioning and

root password). To avoid these questions, the file /etc/debian-edu/www/debian-edu-install.dat can be modified

to provide preselected answers to debconf values. Some examples of available debconf values are already commented

in /etc/debian-edu/www/debian-edu-install.dat. Your changes will be lost as soon as debian-edu-pxeinstall is

used to recreate the PXE-installation environment. To append debconf values to /etc/debian-edu/www/debian-edu-install.d
during recreation with debian-edu-pxeinstall, add the file /etc/debian-edu/www/debian-edu-install.dat.local

with your additional debconf values.

EZHEXEN PXE ZRIER I UALZR—EPHEL

17.2.3 %10 PXE XTSI CEE

FETINAE SIS ERINMEXHEMNANERE /etc/debian-edu/www/debian-edu-install.dat.local:

d-i apt-setup/locall/repository string http://example.org/debian stable main <+
contrib non-free

d-i apt-setup/locall/comment string Example Software Repository

d-i apt-setup/locall/source boolean true

d-i apt-setup/locall/key string http://example.org/key.asc

SRIR1E1T /usr/sbin/debian-edu-pxeinstall —&,

17.3 NEMEIRE

debian-edu-config R4 BHE— ML ERABIM 10.0.0.0/8 MLEZ N W EMMLE,F—%F /usr/share/debian-edu-config/tools/
RRAREERZBZEMERMIZITEY, F LDAP HAEZHREBEHEMIXFREEXNFM,

.‘i‘& EETE— Ar- Debian Edu EftiIEEZERNFMAERTE, 192.168.0.0/24 F1 192.168.1.0/24 BRRE R
LTSP EF RN, TEXLEFMEMBREEXHNF I RERBRESNINE.

There is no easy way to change the DNS domain name. Changing it would require changes to both the LDAP structure
and several files in the main server file system. There is also no easy way to change the host and DNS name of the main
server (tjener.intern). To do so would also require changes to LDAP and files in the main server and client file system. In
both cases the Kerberos setup would have to be changed, too.



https://www.ipxe.org/
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17.4 ZiEEM@E
BEIR LTSP R BB NSRS RRE X BERSE xrdp F x2goserver iR,

17.4.1 Xrdp

Xrdp FHIEFEEEMCEERERRORREZEEPiE L, ®ER Windows FIFPR]BAIBTT xrdp I ABZE R S IMIER
%, FRiEREZE LTSP RS %Z‘ Windows #1288 F E)infE R ELEE, FEZEIA],

LtE4h, xrdp FTBAERERI VNC BRS3888k5% —& RDP ARS528 L,

Xrdp comes without sound support; to compile (or re-compile) the required modules this script could be used. Please note:
The caller needs to be root or a member of the sudo group. Also, /etc/apt/sources.list must contain a valid deb-src line.

#!/bin/bash
set -e
if [[ $UID -ne O ]] ; then

if ! groups | egrep -q sudo ; then

echo "ERROR: You need to be root or a sudo group member."
exit 1

fi
fi
if ! egrep -q “deb-src /etc/apt/sources.list ; then

echo "ERROR: Make sure /etc/apt/sources.list contains a deb-src line."

exit 1
fi
TMP=$ (mktemp -d)
PULSE_UPSTREAM_VERSION="$ (dpkg-query -W -f='${source:Upstream-Version}' pulseaudio)"
XRDP_UPSTREAM_VERSION="$(dpkg-query -W -f='${source:Upstream-Versionl}' xrdp)"
sudo apt -q update
sudo apt -q install dpkg-dev
cd $TMP
apt -q source pulseaudio xrdp
sudo apt -q build-dep pulseaudio xrdp
cd pulseaudio-$PULSE_UPSTREAM_VERSION/
./configure
cd $TMP/xrdp-$XRDP_UPSTREAM_VERSION/sesman/chansrv/pulse/
sed -i 's/ “PULSE/#PULSE/' Makefile
sed -i "/#PULSE_DIR/a \
PULSE_DIR = $TMP/pulseaudio-$PULSE_UPSTREAM_VERSION" Makefile
make
sudo cp *.so /usr/lib/pulse-$PULSE_UPSTREAM_VERSION/modules/
sudo chmod 644 /usr/lib/pulse-$PULSE_UPSTREAM_VERSION/modules/module-xrdp*
sudo service xrdp restart

17.4.2 X2Go

X2Go BEFZMIZITE Linux, Windows 3% macOS BN ATTEN BT RAG EHIe S5 35 E#E1500) LTSP RS 28 ERIEIRZ
£H, EEFIH—MEZEZMMAIRE, ESEESH X2Go wiki,

BEE, NRERA X2Go, killer FBRZM LTSP fRZ 28 LBIR, BSN890517,

17.4.3 "BEMZEEREEF iR

» freerdp-x11 BAIARR, FHEEW{ER RDP # VNC,

— RDP —iAia] Windows LixfRZBREZMNA . TARKENEFIHIXEGER rdesktop,
- VNC EFiH (EMM%T}' =M1 ) IZF2iAID) Skolelinux, HBIMIZFIRER xvncviewer,

= x2goclient & X2Go AAMELE iR (FBAAAEEK ), FINAEERIIGITENREF BN,



https://wiki.x2go.org/doku.php/doc:installation:x2goclient
https://bugs.debian.org/890517
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17.5 T&EEFiH

The freeRADIUS server could be used to provide secure network connections. For this to work, install the freeradius and
winbind packages on the main server and run /usr/share/debian-edu-config/tools/setup-freeradius-server to
generate a basic, site specific configuration. This way, both EAP-TTLS/PAP and PEAP-MSCHAPV2 methods are enabled.
All configuration is contained in the script itself to facilitate site specific adjustments. See the freeRADIUS homepage for
details.

Additional configuration is needed to

= enable/disable access points via a shared secret (/etc/freeradius/3.0/clients.conf).
= allow/deny wireless access using LDAP groups (/etc/freeradius/3.0/users).

= combine access points into dedicated groups (/etc/freeradius/3.0/huntgroups)

Y End user devices need to be configured properly, these devices need to be PIN protected for the use of EAP (802.1x)
methods. Users should also be educated to install the freeradius CA certificate on their devices to be sure to connect to the
right server. This way their password can’t be catched in case of a malicious server. The site specific certificate is available
on the internal network.

= https://www.intern/freeradius-ca.pem ( S FiZ1T Linux FIRLRAFIRE )

= https://www.intern/freeradius-ca.crt (Linux, Android)

= https://www.intern/freeradius-ca.der ( macOS, iOS, iPadOS, Windows)

Please note that configuring end user devices will be a real challenge due to the variety of devices. For Windows devices an

installer script could be created, for Apple devices a mobileconfig file. In both cases the freeRADIUS CA certificate can be
integrated, but OS specific tools are needed to create the scripts.

17.6 Authorize Windows machine with Debian Edu credentials using pGina LDAP plugin

17.6.1 Adding pGina user in Debian Edu

To have an ability to use pGina (or any else 3rd party auth-service-application) you should have a special user account used
in search inside of LDAP.

Add a special user, eg pguser with password pwd.777, on https://www/gosa website.
17.6.2 Install pGina fork

Download and install pGina 3.9.9.12 as usual software. Take an attention that LDAP plugin persists in pGina plugin folder:

C:\Program Files\pGina.fork\Plugins\pGina.Plugin.Ldap.d1ll

17.6.3 Configure pGina

Considering to Debian Edu settings the connection to LDAP uses SSL by port 636.
So necessary settings in a pGina LDAP plugin are below

(these are stored in HKEY_LOCAL_MACHINE\SOFTWARE\ pGina3.fork\Plugins\0f52390b-c781-43ae-bd62-553c77fa4cf7).



https://freeradius.org/
https://www.intern/freeradius-ca.pem
https://www.intern/freeradius-ca.crt
https://www.intern/freeradius-ca.der
https://www/gosa
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17.6.3.1 LDAP Plugin main section

= LDAP Host(s): 10.0.2.2 (or any else with "space” as a separator)

= LDAP Port: 636 (for SSL connection)

= Timeout: 10

= Use SSL: YES (tick checkbox)

= Start TLS: NO (don't tick checkbox)

= Validate Server Certificate: NO (don't tick checkbox)

= Search DN: uid=pguser,ou=people,ou=Students,dc=skole,dc=skolelinux,dc=no
— ("pguser” is a user to authenticate in LDAP to search users in a login session)

= Search Password: pwd.777 (this is the "pguser” password)

17.6.3.2 Authentication block

Bind Tab:

= Allow Empty Passwords: NO
= Search for DN: YES (tick checkbox)

= Search Filter: (&(uid=%u)(objectClass=person))

17.6.3.3 Authorization block

= Default: Allow
= Deny when LDAP authentication fails: YES (tick checkbox)

= Allow when server is unreachable: NO (don't tick checkbox, optional)

17.6.3.4 Plugin Selection

= LDAP: Authentication [v], Authorization [v], Gateway[v], Change Password [_]

= Local Machine: Authentication [v], Gateway [v] (tick only two checkboxes)

17.6.3.5 Plugin Order
= Authentication: LDAP, Local Machine
= Gateway: LDAP, Local Machine

Sources:

= http://mutonufoai.github.io/pgina/download.html
= http://mutonufoai.github.io/pgina/documentation/plugins/ldap.html

= https://serverfault.com/questions/516072/how-to-configure-pgina-ldap-plugin



http://mutonufoai.github.io/pgina/download.html
http://mutonufoai.github.io/pgina/documentation/plugins/ldap.html
https://serverfault.com/questions/516072/how-to-configure-pgina-ldap-plugin
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18 Debian Edu Y Samba

Samba is now configured as standalone server with modern SMB2/SMB3 support and usershares enabled, see /etc/samba/smb-det
on the main server. This way non-admin users are enabled to provide shares.

For site specific changes, copy /usr/share/debian-edu-config/smb.conf.edu-site to the /etc/samba directory. The settings
in smb.conf.edu-site will override those contained in smb-debian-edu.conf.

e .
BERA.

= By default, home directories are read only. This can be changed in /etc/samba/smb.conf.edu-site.
» Samba ZEF3F smbpasswd RFFHEINRA GOsa?> LE BB EH,
« FIENEZHE—NHFH Samba 1KS, iB{T smbpasswd -d <username>, smbpasswd —e <username> SBEHTE.

» EFPREZEE BT chown root:teachers /var/lib/samba/usershares &I TF ‘students’ AP HE,

18.1 3i&@3T Samba FEI &

Connections to a user’s home directory and to additional site specific shares (if configured) are possible for devices running
Linux, Android, macQS, iOS, iPadOS, Chrome OS or Windows. For example, Android based devices require a file manager
with SMB2/SMB3 support, also known as LAN access. X-plore or Total Commander with LAN plugin might be a good
choice.

£ \\tjener\<username> 3¢#& smb://tjener/<username> ifjla)F B3R,

19 HE5=Z] HowTo

XTHIRZIBIFTE Debian B FJLARIEIT apt install < REE > (fEA root) RER,

19.1 HZFETFERF

stable/education-development @ —MJEIFEF LEMNTREE, HIBNRELREZXMNGBAMEE 2 GiB WHMET
B, BEXEZSMET (HIFRERILMNREE ), S5 Debian Edu Development packages D1,

19.2 I5

pb

F54

& 1268 : B CEEENEABXEMMLRITTEY A IEsEEREMAL,
— 2 R {FE RS EpoptesTi Veyon I TERSEF4, 158 01: Epoptes ET1F0Veyon FE 11,

19.3 ZRFELRIMLE150])

— L4 E Squidguard BE e2guardian PRHIEEXMAYIAIE],



https://play.google.com/store/apps/details?id=com.lonelycatgames.Xplore&hl=en_US&gl=US
https://www.ghisler.com/android.htm
https://packages.debian.org/stable/education-development
https://blends.debian.org/edu/tasks/development
https://packages.debian.org/stable/epoptes
https://packages.debian.org/stable//veyon-configurator
https://epoptes.org
https://veyon.io
https://packages.debian.org/stable/squidguard
https://packages.debian.org/stable/e2guardian
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20 FHF HowTo

20.1 {E4%5%5

BYRAFPROZER GOsa? TEBECHERS, EH4M, RERANEEEAIE https: //wvww/gosal/,

Using GOsa? to change the password ensures that passwords for Kerberos (krbPrincipalKey), LDAP (userPassword) and
Samba are the same.

£ PAM TEZREHME GDM ERERTIE, EXXNSEF Kerberos B3, MAR Samba F GOsa?2 ( LDAP) &
B, FUNEERRERTSEECHNEBLE, LR EHMMNIZE GOsa? RKEEE,

20.2 BTN Java NFRIEF

ILR%EY OpenJDK Java iZfTBY 235307 AY Java RiFH,

20.3 {ERHEFHHE

FrERA P LAERNAER & EF IR ; REIEB AT TLS RIPIERE, AFMEBHARNTEE, ERATELEM
HARZS 28 eximd BEARMIKN, A dpkg-reconfigure eximd-config FFIR,

BANAEMERA Thunderbird WAFPFRER TEBHEEE., WF—1MAFPRHR jdoe AR IR 4R

jdoe@postoffice.intern,

20.4 Thunderbird

= 35 Thunderbird

» 2 CEIHERBENI AR T

» MABCHBEFERA I

» EH Kerberos {EFM B RSB R AMAEAERL

» BE Wy

= 3FF IMAP 0 SMTP BEMIREMNIZZE ‘STARTTLS F ‘Kerberos/GSSAPI ; SNKAEE SHA&M M3 1T1HEE
» RiE TR

21.1 TIEATEZL

Most of the time, the developer mailing list is our main medium for communication, though we also have #debian-edu on
irc.debian.org and even, sometimes, real gatherings, where we meet each other in person.

IE¥F7E Debian Edu FF&FRE SRV F5iART MR 32 HUHR 1R,

21.2 MEEIR

Debian Edu uses the Debian Bug Tracking System (BTS). View existing bug reports and feature requests or create new ones.
Please report all bugs against the package debian-edu-config. Take a look at How To Report Bugs for more information on
bug reporting in Debian Edu.



mailto:jdoe@postoffice.intern
https://lists.debian.org/debian-edu
http://lists.alioth.debian.org/mailman/listinfo/debian-edu-commits
https://www.debian.org/Bugs/
https://bugs.debian.org/src:debian-edu-config
https://wiki.debian.org/DebianEdu/HowTo/BugReports
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21.3 XHEEEMEFE

—XERZNEY | RERNE, ERARTN: MREAENE, EBIXARETS FIXME, MRAFEFA
( —m/L) FREEX RN, BRI ZMIE0A,

The source of the text is a wiki and can be edited with a simple webbrowser. Just go to https://wiki.debian.org/
DebianEdu/Documentation/Bookworm/ and you can contribute easily. Note: a user account is needed to edit the pages;
you may need to create a wiki user account first.

AN EBFHNRRE R 2B BFRONXERENAF, WABEAXENERSTUERBREIE —SHHE
BERMEIABRIENIFSE S !

22 i

22.1 ETILENRE
22.1.1 HEAE

» https://lists.debian.org/debian-edu - S2HHHRA4IITR

= #debian-edu on irc.debian.org - IRC channel, mostly development related; do not expect real time support even though
it frequently happens.

22.1.2 #EVERE

= Fskolelinux on irc.debian.org - IRC 5H8 ISR IEFE

22.1.3 ®IELE
= http://lists.debian.org/debian-edu-german - Z$FHEAHZIFT

= Fskolelinux.de on irc.debian.org - IRC 5B ZFFEEAF

22.1.4 FELE

» https://lists.debian.org/debian-edu-french - SZFFHRHFFIFR

22.2 HAEIE

M https://wiki.debian.org/DebianEdu/Help/ProfessionalHelp BI{FEIR M T A ZHHHY/A E)FIR,

23 Debian Edu Bookworm FHIFFEIIR

23.1 Debian Edu 12 Bookworm BIHESE
23.1.1 LB

= New version of Debian Installer from Debian bookworm, see its installation manual for more details,

— including information on non-free-firmware, which is a new section in addition to the well known main, contrib
and non-free sections.

= New artwork based on the Emerald theme, the default artwork for Debian 12 bookworm.



https://wiki.debian.org/DebianEdu/Documentation/Bookworm/
https://wiki.debian.org/DebianEdu/Documentation/Bookworm/
https://wiki.debian.org/FrontPage?action=newaccount
https://lists.debian.org/debian-edu
http://lists.debian.org/debian-edu-german
https://lists.debian.org/debian-edu-french
https://wiki.debian.org/DebianEdu/Help/ProfessionalHelp
https://www.debian.org/releases/bookworm/installmanual
https://wiki.debian.org/DebianArt/Themes/Emerald
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23.1.2 RHEH
= Debian 12 bookworm HEFEHHYEY), #Hl0:

— Linux kernel 6.1

— Desktop environments KDE Plasma 5.27, GNOME 43, Xfce 4.18, LXDE 11, MATE 1.26
— LibreOffice 7.4

— GOsa? 2.8

— Educational toolbox GCompris 3.1

— Music creator Rosegarden 22.12

— LTSP 23.01

— Debian Bookworm includes more than 64000 packages available for installation.

B X Debian 12 Bookworm HE ZERRAE AT ZRFHHRM,

23.1.3 XHEFIENFER
» TREBVEEXENIIES 29 MIESTH, Hf 22 HET2EIE,

= The Debian Edu Bookworm Manual is translated to Simplified Chinese, Danish, Dutch, French, German, Italian, Japanese,
Norwegian (Bokmal), Brasilian Portuguese, European Portuguese and Spanish.

23.1.4 B40E|&E

= Zf] Debian Edu Bookworm JAZST1E,

24 FRMNS1EE

This document is written and copyrighted by Holger Levsen (2007-2023), Petter Reinholdtsen (2001, 2002, 2003, 2004,
2007, 2008, 2009, 2010, 2012, 2014), Daniel HeB (2007), Patrick Winnertz (2007), Knut Yrvin (2007), Ralf Gesellensetter
(2007), Ronny Aasen (2007), Morten Werner Forsbring (2007), Bjarne Nielsen (2007, 2008), Nigel Barker (2007), José L.
Redrejo Rodriguez (2007), John Bildoy (2007), Joakim Seeberg (2008), Jirgen Leibner (2009, 2010, 2011, 2012, 2014),
Oded Naveh (2009), Philipp Hiibner (2009, 2010), Andreas Mundt (2010), Olivier Vitrat (2010, 2012), Vagrant Cascadian
(2010), Mike Gabriel (2011), Justin B Rye (2012), David Prévot (2012), Wolfgang Schweer (2012-2022), Bernhard Hammes
(2012), Joe Hansen (2015), Serhii Horichenko (2022) and Guido Berhérster (2023) and is released under the GPL2 or any
later version. Enjoy!

MREEERAET, BRELRFENEALTRH#IT. EREEEARNFETRT ! ARBENHRRNEXE,
H7E “GPL v2 SEMARA" BIFRI T K17,

25 ANHERIEDE
EE—ANREEENENES S, ST,
25.1 WA EIFAHE

25.1.1 {EF PO MXHREZF

BRiFZ BHREME —#, AXEMENFICRTE PO XHHR B RZAIZEINE Z{E 29 ATE /usr/share/doc/debian-edu-doc
FRIKE,



https://www.debian.org/releases/bookworm/releasenotes
https://www.debian.org/releases/bookworm/installmanual
https://wiki.debian.org/DebianEdu/Documentation/Bookworm
https://wiki.debian.org/DebianEdu/Status/Bookworm
https://jenkins.debian.net/userContent/debian-edu-doc/
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25.1.2 {#H web X HETELEZ

Most language teams have decided to translate via Weblate. See https://hosted.weblate.org/projects/debian-edu-docum
bookworm-manual/ for more information.

BIRE ST E)E,

26 [f3® A - GNU BRAQHFATIE

26.1 Debian Edu 12 {X= Bookworm Fff}

hAX (C) 2007-2021 Holger Levsen < holger@layer-acht.org > REMA, MINFAEENTEINIRS WA,

This program is free software; you can redistribute it and/or modify it under the terms of the GNU General Public License
as published by the Free Software Foundation; either version 2 of the License, or (at your option) any later version.

This program is distributed in the hope that it will be useful, but WITHOUT ANY WARRANTY without even the implied
warranty of MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the GNU General Public License for
more details.

26.2 GNU GENERAL PUBLIC LICENSE

Version 2, June 1991

Copyright (C) 1989, 1991 Free Software Foundation, Inc. 51 Franklin Street, Fifth Floor, Boston, MA 02110-1301, USA.
Everyone is permitted to copy and distribute verbatim copies of this license document, but changing it is not allowed.

26.3 TERMS AND CONDITIONS FOR COPYING, DISTRIBUTION AND MODIFICATION

0. This License applies to any program or other work which contains a notice placed by the copyright holder saying it
may be distributed under the terms of this General Public License. The "Program”, below, refers to any such program or

work, and a "work based on the Program” means either the Program or any derivative work under copyright law: that is to

say, a work containing the Program or a portion of it, either verbatim or with modifications and/or translated into another
language. (Hereinafter, translation is included without limitation in the term "modification”.) Each licensee is addressed as
you".

Activities other than copying, distribution and modification are not covered by this License; they are outside its scope. The
act of running the Program is not restricted, and the output from the Program is covered only if its contents constitute a
work based on the Program (independent of having been made by running the Program). Whether that is true depends on
what the Program does.

1. You may copy and distribute verbatim copies of the Program'’s source code as you receive it, in any medium, provided
that you conspicuously and appropriately publish on each copy an appropriate copyright notice and disclaimer of warranty;
keep intact all the notices that refer to this License and to the absence of any warranty; and give any other recipients of
the Program a copy of this License along with the Program.

You may charge a fee for the physical act of transferring a copy, and you may at your option offer warranty protection in
exchange for a fee.

2. You may modify your copy or copies of the Program or any portion of it, thus forming a work based on the Program,
and copy and distribute such modifications or work under the terms of Section 1 above, provided that you also meet all of
these conditions:

= a) You must cause the modified files to carry prominent notices stating that you changed the files and the date of any
change.
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b) You must cause any work that you distribute or publish, that in whole or in part contains or is derived from the
Program or any part thereof, to be licensed as a whole at no charge to all third parties under the terms of this License.

c) If the modified program normally reads commands interactively when run, you must cause it, when started running
for such interactive use in the most ordinary way, to print or display an announcement including an appropriate copyright
notice and a notice that there is no warranty (or else, saying that you provide a warranty) and that users may redistribute
the program under these conditions, and telling the user how to view a copy of this License. (Exception: if the Program
itself is interactive but does not normally print such an announcement, your work based on the Program is not required
to print an announcement.)

These requirements apply to the modified work as a whole. If identifiable sections of that work are not derived from the
Program, and can be reasonably considered independent and separate works in themselves, then this License, and its terms,
do not apply to those sections when you distribute them as separate works. But when you distribute the same sections as
part of a whole which is a work based on the Program, the distribution of the whole must be on the terms of this License,
whose permissions for other licensees extend to the entire whole, and thus to each and every part regardless of who wrote
it.

Thus, it is not the intent of this section to claim rights or contest your rights to work written entirely by you; rather, the
intent is to exercise the right to control the distribution of derivative or collective works based on the Program.

In addition, mere aggregation of another work not based on the Program with the Program (or with a work based on the
Program) on a volume of a storage or distribution medium does not bring the other work under the scope of this License.

3. You may copy and distribute the Program (or a work based on it, under Section 2) in object code or executable form
under the terms of Sections 1 and 2 above provided that you also do one of the following:

= a) Accompany it with the complete corresponding machine-readable source code, which must be distributed under the
terms of Sections 1 and 2 above on a medium customarily used for software interchange; or,

b) Accompany it with a written offer, valid for at least three years, to give any third party, for a charge no more than your
cost of physically performing source distribution, a complete machine-readable copy of the corresponding source code,
to be distributed under the terms of Sections 1 and 2 above on a medium customarily used for software interchange; or,

c) Accompany it with the information you received as to the offer to distribute corresponding source code. (This
alternative is allowed only for noncommercial distribution and only if you received the program in object code or executable
form with such an offer, in accord with Subsection b above.)

The source code for a work means the preferred form of the work for making modifications to it. For an executable work,
complete source code means all the source code for all modules it contains, plus any associated interface definition files,
plus the scripts used to control compilation and installation of the executable. However, as a special exception, the source
code distributed need not include anything that is normally distributed (in either source or binary form) with the major
components (compiler, kernel, and so on) of the operating system on which the executable runs, unless that component
itself accompanies the executable.

If distribution of executable or object code is made by offering access to copy from a designated place, then offering
equivalent access to copy the source code from the same place counts as distribution of the source code, even though third
parties are not compelled to copy the source along with the object code.

4. You may not copy, modify, sublicense, or distribute the Program except as expressly provided under this License. Any
attempt otherwise to copy, modify, sublicense or distribute the Program is void, and will automatically terminate your rights
under this License. However, parties who have received copies, or rights, from you under this License will not have their
licenses terminated so long as such parties remain in full compliance.

5. You are not required to accept this License, since you have not signed it. However, nothing else grants you permission
to modify or distribute the Program or its derivative works. These actions are prohibited by law if you do not accept
this License. Therefore, by modifying or distributing the Program (or any work based on the Program), you indicate your
acceptance of this License to do so, and all its terms and conditions for copying, distributing or modifying the Program or
works based on it.

6. Each time you redistribute the Program (or any work based on the Program), the recipient automatically receives a
license from the original licensor to copy, distribute or modify the Program subject to these terms and conditions. You
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may not impose any further restrictions on the recipients’ exercise of the rights granted herein. You are not responsible for
enforcing compliance by third parties to this License.

7. If, as a consequence of a court judgment or allegation of patent infringement or for any other reason (not limited
to patent issues), conditions are imposed on you (whether by court order, agreement or otherwise) that contradict the
conditions of this License, they do not excuse you from the conditions of this License. If you cannot distribute so as to
satisfy simultaneously your obligations under this License and any other pertinent obligations, then as a consequence you
may not distribute the Program at all. For example, if a patent license would not permit royalty-free redistribution of the
Program by all those who receive copies directly or indirectly through you, then the only way you could satisfy both it and
this License would be to refrain entirely from distribution of the Program.

If any portion of this section is held invalid or unenforceable under any particular circumstance, the balance of the section
is intended to apply and the section as a whole is intended to apply in other circumstances.

It is not the purpose of this section to induce you to infringe any patents or other property right claims or to contest validity
of any such claims; this section has the sole purpose of protecting the integrity of the free software distribution system,
which is implemented by public license practices. Many people have made generous contributions to the wide range of
software distributed through that system in reliance on consistent application of that system; it is up to the author/donor
to decide if he or she is willing to distribute software through any other system and a licensee cannot impose that choice.

This section is intended to make thoroughly clear what is believed to be a consequence of the rest of this License.

8. If the distribution and/or use of the Program is restricted in certain countries either by patents or by copyrighted
interfaces, the original copyright holder who places the Program under this License may add an explicit geographical
distribution limitation excluding those countries, so that distribution is permitted only in or among countries not thus
excluded. In such case, this License incorporates the limitation as if written in the body of this License.

9. The Free Software Foundation may publish revised and/or new versions of the General Public License from time to
time. Such new versions will be similar in spirit to the present version, but may differ in detail to address new problems or
concerns.

Each version is given a distinguishing version number. If the Program specifies a version number of this License which
applies to it and "any later version”, you have the option of following the terms and conditions either of that version or
of any later version published by the Free Software Foundation. If the Program does not specify a version number of this
License, you may choose any version ever published by the Free Software Foundation.

10. If you wish to incorporate parts of the Program into other free programs whose distribution conditions are different,
write to the author to ask for permission. For software which is copyrighted by the Free Software Foundation, write to
the Free Software Foundation; we sometimes make exceptions for this. Our decision will be guided by the two goals of
preserving the free status of all derivatives of our free software and of promoting the sharing and reuse of software generally.

NO WARRANTY

11. BECAUSE THE PROGRAM IS LICENSED FREE OF CHARGE, THERE IS NO WARRANTY FOR THE PROGRAM,
TO THE EXTENT PERMITTED BY APPLICABLE LAW. EXCEPT WHEN OTHERWISE STATED IN WRITING THE
COPYRIGHT HOLDERS AND/OR OTHER PARTIES PROVIDE THE PROGRAM "AS IS”" WITHOUT WARRANTY OF
ANY KIND, EITHER EXPRESSED OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES
OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE. THE ENTIRE RISK AS TO THE QUALITY
AND PERFORMANCE OF THE PROGRAM IS WITH YOU. SHOULD THE PROGRAM PROVE DEFECTIVE, YOU
ASSUME THE COST OF ALL NECESSARY SERVICING, REPAIR OR CORRECTION.

12. IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING WILL ANY COPYRIGHT
HOLDER, OR ANY OTHER PARTY WHO MAY MODIFY AND/OR REDISTRIBUTE THE PROGRAM AS PERMITTED
ABOVE, BE LIABLE TO YOU FOR DAMAGES, INCLUDING ANY GENERAL, SPECIAL, INCIDENTAL OR CONSE-
QUENTIAL DAMAGES ARISING OUT OF THE USE OR INABILITY TO USE THE PROGRAM (INCLUDING BUT NOT
LIMITED TO LOSS OF DATA OR DATA BEING RENDERED INACCURATE OR LOSSES SUSTAINED BY YOU OR
THIRD PARTIES OR A FAILURE OF THE PROGRAM TO OPERATE WITH ANY OTHER PROGRAMS), EVEN IF
SUCH HOLDER OR OTHER PARTY HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

END OF TERMS AND CONDITIONS
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27 Mtk B —IHAfmhRAIESR

27.1 2021 & 8 A 14 HA % Debian Edu 11 X Bullseye FIF45M4
27.1.1 TEB

« B Debian bullseye #9 Debian Installer HThRA, ESHTHSRHELTEFM.
« BEF IR EIMAVFE, & Debian 11 ( bullseye ) FIZKIAEF,

= The Debian Installer doesn't support LTSP chroot setup anymore. In case of a combined server installation ("Main
server' + 'LTSP server' profiles), setting up thin client support (now using X2Go) happens at the end of the installation.
Generating the SquashFS image for diskless client support (from the server's file system) is done at first boot.

For separate LTSP servers, both steps have to be done via a tool after first boot inside the internal network when enough
information is available from the main server.

27.1.2 RHEEH
= Debian 11 Bullseye FTEINERIIERE], F140:

— Linux A#Z 5.10

— KDE Plasma 5.20, GNOME 3.38, Xfce 4.16, LXDE 11, MATE 1.24 £mEIME
— LibreOffice 7.0

- HETIR#E GCompris 1.0

- BREWEIRHE Rosegarden 20.12

— LTSP 21.01

— Debian Bullseye B1&i#8iT 59000 NGB IHFER,

KT Debian 11 bullseye BB ZEREE L MBI L= F M RE 4,

27.1.3 SUEFIENZEN

» DREEMEERINTES 29 MESAIA, HP 22 METEHIE

= Debian Edu Bullseye FHBEE£BIEMMA=1E, A8 B1E BEXME BE BREAEIE 857E (88F)
BRI,

- BES RN AZ BRI IEXA,

27.1.4 S5ZEIRRABEFEMEN

= AR _EEHRY TLS/SSL X35, TEZ UK, Debian Edu-CA INEREA P FEANRZEHAER bundle A,
= B9 LTSP, NEEFAFHRES, ZMTEZF . WEER X2Go RZFHER Fif,

= FHiPXE &fX PXELINUX RZHMES|ISURFE LTSP,

» MTEFER /srv/titp BRIEANMES | SEMTMEUK /var/lib/tftpboot,

= After a point release upgrade of a system with Main Server or LTSP Server profile, debian-edu-pxeinstall needs to
be run to update the PXE installation environment.

» DuckDuckGo #F8J9 Firefox ESR 1 Chromium FWEMEIAIERIZHE,
= Chromium FARESMIGCE Google 1E HERIARCIATI,
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« EEXBTFIELE, Kerberos TGT BJEBENERSER.

« AINE%E EAP-TTLS/PAP # PEAP-MSCHAPV2 A2 #5 freeRADIUS iREFH T E,
= Samba #HEEENEE SMB2/SMB3 519 MITAREEE ; UASERUIIEE.

» GOsa? web REIRER Samba 8XZEHRE N Samba M EIEABFAEE LDAP /A,
= PXE R {EF Debian TR BHIEMEN (BUCAIER ),

» FASR CUPS FTENRRSS 2R ipp.intern, FSIFET printer-admins B9 &8 CUPS,

» Icinga REERFE—HAFBET web REEIE,

27.2 |BRRERIAEER
BAF R MBIFT#EYE Z Debian Edu Z1ThR:

= Debian Edu 10+edu0 {X& Buster £fF 2019 £ 7 H 6 H,

= Debian Edu 9+edu0 X5 Stretch £%F 2017 &£ 6 B 17 H,

= 2016 £ 07 B 02 H&{THI Debian Edu 8+edul X5 Jessie,

« KT 2013 & 09 H 28 HHAY Debian Edu 7.1+edu0 X5 Wheezy,

= Debian Edu 6.0.7+r1 fX&"Squeeze”, &% F 2013-03-03,

= Debian Edu 6.0.4+r0 XS "Squeeze”, &% F 2012-03-11,

= Debian Edu 5.0.6+edul S "Lenny”, &K#HF 2010-10-05,

= Debian Edu 5.0.4+edu0 XS "Lenny”, &#F 2010-02-08,

= Debian Edu "3.0r1 Terra”, &#5F 2007-12-05,

= Debian Edu "3.0r0 Terra” &% F 2007-07-22, EF&KFF 2007-04-08 f9 Debian 4.0 Etch,
» Debian Edu 2.0, %&%F 2006-03-14, ETF 2005-06-06 & F##Y Debian 3.1 Sarge,

= Debian Edu "1.0 Venus” &#F 2004-06-20, EF 2002-07-19 & *HH Debian 3.0 Woodys,

£ Jessie FMHIMIR C BEEETHRRBRITRTTEMFMANER; HBSHELTFMIE LEXNRITFR.
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